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QNB PAY WALLET USER TERMS
AND CONDITIONS - CUSTOMER

7€ QNB

Please carefully read this QNB Pay Wallet User Terms and Conditions for by ydll") oSlealls Aalall QNB (0 dped )l Asisall 4t alSal g das ) 8e) 8 (oa
Customers (the “Customer Terms and Conditions”). Your access and e o L) Leahiainl s QNB Pay ddaise ) @llsia s o) ("dranlls Lalil) alsall g
use of the QNB Pay Wallet (as defined below) is conditional upon your AlSa¥l s Lo il 038 oty Jaendly Aalall AlSaY 5 Ja g i) o3gd @ll gy Ja s piia (ol
acceptance of these Customer Terms and Conditions. These Customer Alall @iy géall wlead s QNB Pay ddaiad claladin AlSal s da s 5 Jaenlly dalal)
Terms and Conditions set out the terms and conditions of the use of the QNB W 55 3 (elial sane sa LaS) Ay 5 Iy Aniaal) ciland

QNB Pay Wallet by you and related payment and E-Wallet Services (as
defined below) provided by QNB.

Acceptance of these Customer Terms and Conditions are required in Lead &)Y s QNB Pay ddaine ) Jgensll 03a e Slaall plSad 5 dag 38 J s ang
order to access, subscribe to and use the QNB Pay Wallet. When you e Sl g 3 Gl MalSal) 5 Lo gyl oda e 385" (358 an Ladie Laladial
click “I Agree to these Terms & Conditions”, you confirm your agreement O o il g eI ol o (38155 ) 1Y) Jaenlls Aalall alSaY) 5 Ja g 5l 03g o NI
to be bound by these Customer Terms and Conditions. If you do not Aol sl 8 ellas ety

agree to these Customer Terms and Conditions, your enrolment will not
proceed further.

These Customer Terms and Conditions will apply to the use of your QNB s} <llé (s ¢) s «QNB Paly daise pladiud e daeally Lalall Lo 015 plSa ) (3055

Pay Wallet, whether by you or by any other person on your behalf, and S 1Y plaaiaY) 1 sl S e Vg S clic Al AT pads (1 dE e
you will be responsible for all such use. If you use QNB Pay Wallet or il 38 g8 il eelic Al Lgaladiuly Al il e ) QNB Pay ddaiss paiins
permit another person to use QNB Pay Wallet on your behalf, you and aenlly Aalal) eVl dog il oda e AY) Gadilly
that person agree to these Customer Terms and Conditions.

1.Definitions Sy i) Y
Account means the bank account(s) in your name with a bank in Qatar, s ok el gl sl dlauly da sitall 48 jeaal) clbuall ol Glaall in Glaal)
which you may link to your QNB Pay Wallet. L ALl QNB Pay ddaésa by ) oliSa
Applicable Laws means any laws, rules, regulations and instructions e AY S5 e aal laded sl sl ol ae) @ ol il 8 ol e L Jgarall il g8
issued from time to time by the QCB and/or any other regulatory Glo il b Al L Sa S Leadat A (s /5 Sl i i
or government body in Qatar that may affect, relate to or affect the Juati o g Jasi i 5l Juandls dualal ALYy Loy o o lede L semiall @Slabaall
.transa.ctlon.s conte.m.pIaFed in these.Customer Terms an.d andltlons, $ el i 3 Jlsall Ciilel) e @l cilades Y ) Js Lo Gl Jadys ol
including without limitation the Mobile Payment Instructions issued by the 3, L e
QCB. o=
AML / CFT Regulations mean any laws, rules, regulations and Gl el g i 15 a0l 85 (il B (g el A Y Jagaly J)sa¥) s AnBlSa ol g
instructions relating to anti-money laundering and combating financing o Aadaii gl dae Sa Al o e 5 s la Y g Andl€a g ) g1 Jpust Al
of terrorism issued by any government or regulatory body in Qatar from Alas) i Jani gl Al 3 Ly [J\,;n Ciilgl) e qdall Cidlalaay (3laiiy LAY iy (e kb
time to time and relate to the Mobile Payment Transactions, including any ’ T . e 05 ) g s gsobal 5f ciLlial lls L
amendment made to those requirements or the guidelines superseding ’ T ’ ’

them.

Converting into funds means converting electronic money into lsal sl Apiama cidlae ol Auas (31550 ) A5 SV ) s Jysad imy JNgal () Ja gl
banknotes, coins or deposited money. Acdse
Device means any mobile phone, smart phone, tablet, smart watch Juatl Slea ol FAShaele o add e o SO caila Sl Jlsa caila ol xSl
or such other communication device, which is used to access and i e Sllaall ¢ jal s QNB Pay iaésa ) dya;ﬂ e-\a-w e AT
undertake transactions through QNB Pay Wallet.

E-Wallet Services means all payment services determined or to be g e QNB Laaassn ol basasy il adall Ciledd anes Jind Ay g i<t Adadaa Gibasd,
determined by QNB from time to time by use of QNB Pay Wallet and Glaad el 8 L) padiuall e Al = il Cluall s QNB Pay dasss alaaiuly AY
the Account opened on behalf of the User (including services such as «QNB Pay Lilss JsaY) B a5 «QNB Pay ilsisa & I sy gyl Jali
depositing money to the QNB Pay Wallet, money transfer between «QNB Pay ilaise idaul 55 33 yall il 8 ads s «CQNB Pay daisa (e J sa¥l canss s
QNB Pay Wallets, withdrawing money from the QNB Pay Wallet, utility (. «QNB Pay iaiss pladinly gl Jaaadl) e sdaay

payments from the QNB Pay Wallet, cash register payments with QNB
Pay Wallet, etc.).

Electronic Money means monetary value stored by a User in electronic =~ QNB &aiss & s i<l J<5 8 i) Ui 5oy Sl Akl el s Ay g 5 4 683

form on their QNB Pay Wallet, against the equivalent funds accepted by edgi g il Jaibs sl (8 A5 334l 5 cQNB U (0 Led 5 o3 Aadl (10 Lehalay L Jili Pay
QNB, stored in electronic media, used for undertaking Mobile Payment calail Jad e dall 313 A gl 5 o) gall il ye dall SOl o) aY dexdiuall
Transactions, and accepted as a payment instrument by real persons .QNB ) 4ilaYl 43 56l CULS 5 Ciiia
and legal entities in addition to QNB.

Fund means banknotes, coins, deposited money or electronic money. A S 2l ol e sall J1 s Aanal) cdlaall S A0l (3,553 a5 ) ga¥)
Minor_means any person under t_he age of 18 years or who is wholly gl a0 LS 1 T i (o35 B VA o jee 3 5la o) S il syl
or partially lacking in legal capacity. The guardian acts on behalf of LN A8 5555 1a) 5 Ausilarl) il NI o)) 8 sl (e Al 581 g o pua g

the minor in concluding contractual obligations and managing his/her
financial affairs.

Mobile Money Transfers means the transfer of Electronic Money from I e AT L Gadis (e iy IV o il Jygas ey Jgad) gl e ) g Jagad
one person to another person through the use of a Device, including .QNB Pay ikise iy i Ly ¢ lea alaaial
QNB Pay Wallet.



Mobile Payment Instructions means the mobile payment instructions
(including the mp-clear rulebook, mp-clear operational framework and mp-
clear interface specifications) regulating the provision of mobile payment
mechanisms issued by the QCB in 2018 and effective from 1 January
2019, pursuant to the QCB Law.

Mobile Payment Transactions refers to any means of payment
made and/or received by individuals or corporations through the use
of a Device, including QNB Pay Wallet, at any point of sale or through
electronic commerce website, including Mobile Money Transfers, all
regulated under the Mobile Payment Instructions issued by the QCB.

Non-QNB Customer means any User other than QNB Customer.

PCIDSS means the Payment Card Industry Data Security Standards
(including the Payment Application Data Security Standards) maintained
by the PCI Security Standards Council, LLC (and any successor entity or
organization).

Qatar means the State of Qatar.
QCB means the Qatar Central Bank.

QCB Law means Law No. 13 of 2012 of the Qatar Central Bank and the
Regulation of Financial Institutions,

QNB means Qatar National Bank (Q.P.S.C.).

QNB Customer means any User whose QNB Pay Wallet is, or can be,
registered through an active Account opened with QNB.

QNB Pay Wallet means the digital platform mobile application made
available by QNB that allows Users to send, receive, pay or store
Electronic Money on it and undertake electronic payments transactions
using their Devices.

QR Code means a unique two-dimensional barcode that contains
information about an item to which it is attached.

QR Payment means a payment made by a User by transferring Electronic
Money from its QNB Pay Wallet to a merchant or service provider using
the QR Service.

QR Service means a service which allows the User to use its QNB Pay
Wallet to make payments by scanning the QR Code available at any
accepting store, website or Device of a merchant or service provider.

Riyal or QAR means Qatari Riyal being the lawful currency of Qatar.

Limits mean, in respect of the QNB Pay Wallet, the maximum amounts
that can be handled, issued, transacted, cleared or settled as set by the
QCB and/or QNB in accordance with QCB directives and communicated
to the Users and which are further identified on the QNB website www.
gnb.com.

User refers, as the context requires, to you or any other user, including a
merchant or service provider, who has enrolled him/her/itself to subscribe
to the QNB Pay Wallet and such QNB Pay Wallet has been issued/
activated by QNB for that person.

2. Scope

(a) These Customer Terms and Conditions govern the payments
initiated through the QNB Pay Wallet.

(b) QNB reserves the right to add, delete or amend these Customer
Terms and Conditions, in full or in part, including without limitation
provisions relating to fees, charges and commissions at any
time, as and when it deems necessary, without prior notice. Any
changes will be posted on [www.gnb.com]. We will notify you
of any such change or amendment electronically by posting a
notification in the QNB Wallet under Terms and Conditions menu.

(c) You agree that usage of QNB Pay Wallet to undertake Mobile
Payments Transactions and other transactions contemplated
in these Customer Terms and Conditions will represent your
acceptance of these Customer Terms and Conditions, and
that continued use of QNB Pay Wallet after revisions to these
Customer Terms and Conditions shall constitute your agreement to
such revised terms and any applicable posted guidelines or rules.

(d) The terms and conditions set forth herein are in addition to, and
do not cancel or supersede any other agreements or signature
cards governing your accounts, cards, mobile / internet banking or
other business relationships with QNB. All of the terms, conditions,
agreements, representations, schedules, disclosures, and fees set
forth in or associated with such other agreements, signature cards
and banking relationships remain in full force and effect.
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3. QNB Pay Wallet
(a) General Description of Services

In general, the E-Wallet Services provided by QNB will enable you to:
(i) make payments using your QNB Pay Wallet;

(i) if you are a QNB Customer, transfer Funds between your QNB
Pay Wallet and your Account linked to your QNB Pay Wallet;

(iii)top up your QNB Pay Wallet using acceptable payments
methods such as credit card, debit card or transfers; and

(iv)withdraw cash from any QNB ATM network in Qatar against the
Electronic Money standing to the credit of your QNB Pay Wallet,

as such services may be enabled or disabled by QNB from time to time.
QNB may, from time to time, offer additional or different features to the
E-Wallet Services and the QNB Pay Wallet, all of which will be governed
by these Customer Terms and Conditions, as amended. Introduction of
additional or different features may be subject to acceptance of additional
terms and conditions. QNB may also, at its sole discretion and without
prior intimation, disable or discontinue any service offered through the
QNB Pay Wallet.

b) Registration for QNB Pay Wallet

(i) If you are an individual User, you must have a valid and
operational mobile number issued to you in Qatar and registered
against your Qatari ID / resident permit / passport. Your QNB
Pay Wallet will be registered against your Qatar mobile number.

(ii) You agree that QNB will be required to register your QNB Pay
Wallet with the QCB.

(iii)Registration of your QNB Pay Wallet is conditional upon fulfilling
necessary ‘know your customer’ checks by QNB, to its complete
satisfaction. You shall provide to QNB with all necessary
documents and information required to for this purpose.

(iv)To register QNB Pay Wallet for Minors, explicit consent of their
guardians would be required at the time of registration subject to
fulfilling necessary ‘know your customer’ checks by QNB, to its
complete satisfaction. The guardian shall also be notified each
time the Minor undertakes a Mobile Payment Transaction using
the QNB Pay Wallet.

(v) You will be requested to verify whether you are an existing
QNB Customer. Should your answer be affirmative, you will be
requested to insert your QNB account number. You must provide
accurate information, contrary to which you will be diverted
to reregistration. You may, if required by QNB, be required to
attend any QNB branch for verification of any of the provided
documentation/information.

(vi)You must provide up-to-date and accurate information on the
forms required to be filled out by Users for the subscription of the
QNB Pay Wallet.

(vii) Qatar citizens and residents shall not be permitted to have more
than five (5) subscriptions to QNB Pay Wallet associated with
one Qatari ID / resident permit / mobile number.

(viii) Non-Qatar citizens or residents visiting Qatar shall not be
permitted to have more than one (1) subscription to QNB
Pay Wallet associated with one passport or other acceptable
personal identification number / mobile number.

(ix)QNB reserves its right to decline your request for opening the
QNB Pay Wallet in its sole and absolute discretion.

(x) You will receive a confirmation message once your QNB Wallet
has been activated.

(c) Using QNB Pay Wallet

(i) From time to time, QNB may enable you to deposit Electronic
Money to your QNB Pay Wallet using various methods such as
via ATM, bank transfer, credit card, debit card or prepaid card.

(ii) You may transfer Electronic Money to, or receive Electronic
Money from, other Users by using your QNB Pay Wallet.

(iii) You may not undertake any transaction using your QNB
Pay Wallet which exceed the Limits determined by QNB
and published on the QNB Pay Wallet, QNB’s website or
communicated to you in any other way. Any liabilities resulting
due to amendments of the Limits for any Mobile Payment
Transaction will solely lie with you.
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(iv)You shall be responsible for any Mobile Payment Transaction
undertaken using QNB Pay Wallet and QNB shall not be
responsible or liable for any losses or damages incurred by you
as a result of any such transaction unless such loss or damage
can be attributed to any willful default or gross negligence on the
part of QNB.

(v) QNB Pay Wallet shall not be used to undertake any fraud or
illegal transactions. QNB, in its sole and absolute discretion,
shall have the right to reject or reverse any transaction
undertaken using the QNB Pay Wallet if QNB is of the view that
such a transaction undertaken by a User is for fraudulent or
illegal purposes.

(d) Cash Withdrawal through QNB Pay Wallet — Converting into funds

QNB Pay Wallet allows you to withdraw cash from select QNB ATMs

in Qatar by converting Electronic Money into Funds. An SMS message
with an e-voucher number will be sent to your registered mobile number.
You can enter the voucher code, amount and withdraw the amount at a
QNB ATM. The beneficiary can be any Ooredoo or Vodafone customer,
including yourself. The maximum limits will be determined by QNB at its
sole discretion. A payment cannot be stopped, cancelled or altered once
sent even if you make a mistake and enter the wrong details (i.e. incorrect
mobile phone number or wrong amount). In the case of failure to withdraw
the cash within 1 day of the date of initiation, the transaction will be
reversed and the Electronic Money will automatically be transferred back
to your QNB Pay Wallet.

(e) Your Device & Your Software.

(i) QNB is not responsible for any error or failure to initiate or
complete a Mobile Payment Transaction including a QR Payment
due to any malfunction of your Device, any malicious software
installed to it (including virus, malware, spyware, Trojan or other
malicious programs), any problems due to jail breaking or rooting
of the Device or any problems relating to your mobile equipment
used with the E-Wallet Services. QNB shall not be responsible
for any error, damage or other loss you may suffer due to
malfunction or misapplication of any system you use, including
your browser, applications, your internet service provider, or any
equipment you may use (including your telecommunications
facilities, hardware and software) to access or communicate with
the E-Wallet Services).

(ii) QNB shall be responsible for completing financial transactions on
time according to properly entered and transmitted instructions.
However, QNB will not be liable for completing transfers or
transactions:

« if, through no fault of QNB, the relevant User does not have
enough available Electronic Money stored on its QNB Pay
Wallet to complete the relevant transaction;

« If, through no fault of QNB, the relevant User’s QNB Pay
Wallet has been closed, frozen, or is not in good standing,
or if we reverse a payment or transfer because of insufficient
funds;

« if any transfer exceeds the Limit set on the QNB Pay Wallet
by QNB or under the any instruction issued by the QCB under
Applicable Law;

» if the User has not properly followed software or QNB
instructions on how to receive or make a transfer;

» if the User has not provided to QNB complete, correct, and
current instructions, mobile numbers, or PIN, or any other
identifying information in order for QNB to properly credit or
debit the QNB Pay Wallet or otherwise complete any Mobile
Payment Transaction;

+ if Mobile Payment Transactions on the User’'s QNB Pay
Wallet have been prohibited by a court order or other legal
process;

« if the User’s Device or any software installed on it was not
working properly and this problem should have been apparent
to the User when the User attempted to initiate a Mobile
Payment Transaction;

« if the User, or anyone the User allows, commits fraud or
violates any law or regulation; or

 if circumstances beyond the QNB’s control prevents any
Mobile Payment Transaction, despite reasonable precautions
that QNB may have taken.
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(f) Types of Transfers

(i) A User can make or accept domestic payment or transfer of
funds using the QNB Pay Wallet through the national switch for
mobile payments in Qatar.

(ii) All transactions through the QNB Pay Wallet shall be undertaken
in QAR unless otherwise permitted by the QCB and QNB.

(iii) Transfers may be limited in amount up to the Limit and
transaction count on daily basis as governed by the Applicable
Laws and in accordance with QNB policies. QNB reserves the
right to adjust the Limit and / or the frequency of transactions via
QNB Pay Wallet for security or credit reasons.

(iv)Charges, fees or commissions, if any, applied by QNB in respect
of any Mobile Payment Transaction cannot be reversed, and are
non-refundable.

(9) MPay support and Merchant Payments

(i) You may use your QNB Pay Wallet to make payments to any
merchant or service provider for products and/or services
purchased. MPay service is connected to the QCB’s real-time
payment switch responsible for processing interbank and inter-
processor Mobile Payment Transactions in Qatar and allows
the User to make payment using QR Code. You can register
for MPay through QNB Pay Wallet by selecting your default
Account, mobile number and unique MPay alias (as applicable).

(i) Through the QR Service on the QNB Pay Wallet, you shall
scan the QR Code presented by the merchant or the service
provider. The User shall authenticate and complete the
transaction by using the one-time password received by SMS
on the mobile number registered with the QNB Pay Wallet. The
Electronic Money shall transfer from your QNB Pay Wallet to the
merchant’s or service provider's QNB Pay Wallet.

(iii)QNB shall only be responsible for clearing and settling the
Funds between you and the merchant. An SMS notification will
be provided to confirm the transaction. The settlement of Funds
may take up to 48 hours.

(h) Access Code and Security:

(i) Atthe time of registering to use the QNB Pay Wallet, you will
create your own access PIN to access the QNB Pay Wallet.
Thereafter, you can voluntarily change your PIN at any time.
We will be able to assign you a new PIN if you forget it. We
recommend that you change your PIN once every three (3)
months or more frequently if you deem it necessary. Your PIN
can be changed within the option provided in your QNB Pay
Wallet under your user profile.

(i) For security purposes, it is recommended that you memorize
your PIN and do not write it down or share with third party. You
are fully responsible for keeping your PIN and account data
confidential (such as SMS PINs, and QNB Pay Wallet PIN).
You must not share your PIN and account data with any other
person.

(iii) You will need the registered mobile number and PIN to access
your QNB Pay Wallet. Use of the registered mobile number and
PIN is the agreed security procedure between you and QNB.
You should keep your credentials confidential in order to prevent
unauthorized use of QNB Pay Wallet and possible loss to your
Funds and your Account.

(iv)Anyone to whom you give or disclose your user credentials and
mobile number on which you will receive SMS PINs to login to
QNB Pay Wallet will have full access to your Accounts, even if
you attempt to limit that person’s authority. You are responsible
for all Mobile Payment Transactions you authorize or make using
the QNB Pay Wallet, including any Mobile Payment Transactions
that may be unintentionally or inadvertently authorized or made,
and any losses, charges, or penalties incurred as a result. In
addition, except as otherwise provided in these Customer Terms
and Conditions, you are fully responsible for all Mobile Payment
Transactions that are undertaken as a result of unauthorized
persons using your mobile number, PIN or other credentials.
QNB shall bear no liability for the use of E-Wallet Services
and QNB Pay Wallet by any other person and shall treat all
transactions as if they were done by you.
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(i) Device Registration

Device registration is a feature that QNB provides to give more secured
services to you. This feature is only applicable for Users using QNB Pay
Wallet. You are allowed to register your mobile device (with QNB Pay
Wallet installed) and unregister or change the registered device later on
anytime. The QNB Pay Wallet is Device binding and if you need to use a
different Device for login, the current Device needs to be delinked through
the unregister option. The registration or deregistration can be performed
via QNB Pay Wallet. A SMS PIN (One Time PIN) will be sent to you for
the device registration or deregistration process. You agree that QNB

will keep your device(s) UID (Unique Identified Number) as a reference
and recognition that you own the Device(s). Thus, it also means you are
responsible to ensure the Device(s) safety and under any circumstances
the Device is not in your possession, you should unregister the Device
via QNB’s Customer Contact Centre. QNB has the right to revoke your

registered device due to security reasons or no usage for extended period.

(j)_Biometric Authentication

(i) As and when enabled on the QNB Pay Wallet, using touch ID or
Android fingerprint authentication or face ID facial recognition
(such being biometric authentication) will be an alternative to
your PIN to access your QNB Pay Wallet if your Device supports
such biometric authentication. However, all Mobile Payment
Transactions initiated using your QNB Pay Wallet require a
onetime SMS PIN as an additional security measure.

(i) You are responsible to ensure there are no other (third party)
fingerprints or facial biometric records stored on your registered
Device other than your own or the person authorised to use
the QNB Pay Wallet on your behalf. Failure to do so, will allow
unauthorized third party to access to your QNB Pay Wallet and
the information stored on it, and you shall be fully responsible for
any of the Mobile Payment Transactions and activity undertaken.

(iii)QNB shall not be liable or responsible for any malfunction in
biometric authentication.

(iv)You may have an option to disable the biometric authentication
feature through your Device settings or from QNB Pay Wallet
and return to the normal authentication method using your QNB
Pay Wallet registered mobile number and PIN. In case the
login with biometric authentication fails for any reason, you will
be able to access your QNB Pay Wallet using your registered
mobile number and PIN.

(k) Interest Payments.

The Electronic Money credited to your QNB Pay Wallet is not subject to
any interest or profit.

(I) Refund Policy

All payments made using QNB Pay Wallet are final with no refund
permitted. You are responsible to specify the correct mobile number, QR
code, User details and all charges that result from those purchases. QNB
is not responsible for any payment to incorrect mobile number, User or
QR Code. However, if you or another User dispute a Mobile Payment
Transaction performed between yourselves using the QNB Pay Wallet,
then you shall inform QNB or call customer care services to investigate.
QNB will investigate and will come back to you with reasonable timeline to
support on the case.

4. User Provisions

(a) The User shall comply with all instructions and requirements that
it may receive from QNB in relation to, or in connection with, these
Customer Terms and Conditions.

(b) The User shall provide to QNB all necessary documents and
information requested by QNB at the time of submitting an
application to QNB for enrolment to use the QNB Pay Wallet and
shall, during the term of its use of the QNB Pay Wallet, provide to
QNB updated documents and information in a timely manner as
soon as they are available.

(c) The User acknowledges that it shall comply with all payments
related instructions and directives issued by the QCB to the extent
applicable to the User in respect of the QNB Pay Wallet including
without limitation those relating to transaction information, storage,
disclosure and fraud prevention.

(d) The User shall notify QNB in writing of any dispute with another
User within 48 working hours of the dispute date.
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(e) If required, the User warrants that it will comply with all PCIDSS
obligations and or requirements and other fraud protection policies
as may be approved or required by QNB from time to time and
shall provide to QNB with immediate notification of any breach or
failure to comply therewith.

(f) The User authorizes QNB to contact him/her and conduct an
investigation of the User at any time to investigate the User’s
compliance with QNB Pay Wallet use requirements. The User
shall fully cooperate with the investigation until completed and take
necessary remedial actions as requested, as and when required.

(9) The User acknowledges and accepts that QNB reserves the right
to review the performance of the User at any time. In the event that
the User has not been fully compliant with these Customer Terms
and Conditions or due to changes in the User’s risk profile, QNB
shall have the right either to take any appropriate remedial action
including without limitation terminating the QNB Pay Wallet for the
User.

(h) The User shall not add any tax, commission, fee or surcharge to
any Mobile Payment Transaction undertaken with another User
unless the Applicable Law requires that the User impose such tax,
commission, fee or surcharge. Any such amount as required by the
Applicable Law, must be included as part of the transaction amount
and shall not be collected separately.

—
=

The User shall comply with all Applicable Laws including but not
limited to the AML/CFT Regulations. In particular, the User shall
not use the QNB Pay Wallet to undertake any fraud or illegal
transactions including without limitation any money laundering
activities, terrorism financing, trading or dealing in illegal or
prohibited activities, products and/or services or generally any
criminal activities.

(i) The User shall also comply with all industry standards (including
without limitation PCIDSS) relating to payment processing,
information technology and risks, security measures and data
retention and storage. QNB may issue notification to the User from
time to time in connection with such Applicable Laws, and industry
standards and the User shall comply with such notifications.

5. Fees and charges

(a) QNB currently does not charge a fee for use of the QNB Pay
Wallet, but reserves the right to introduce fees and charges any
time.

(b) Fees obligatory to be paid by you with regard to each Mobile
Payment Transaction using the QNB Pay Wallet shall be as
displayed on our website www.qnb.com and/or notified to you
from time to time. QNB reserves the right to amend the fee in its
discretion from time to time. Your continued use of the QNB Pay
Wallet to undertake Mobile Payment Transactions will be deemed
as your acceptance of any amended fees and changes and you
hereby agree that you shall not be entitled to dispute any such
acceptance.

(c) You agree to pay the fees and charges implemented by QNB from
time to time for the use of the QNB Pay Wallet and the E-Wallet
Services.

6. Responsibility of Parties
(a) Privacy

The importance of maintaining the confidentiality and privacy of the
information provided by you is one of QNB’s highest priorities. You should
carefully review our privacy policy as stated on QNB’s website at www.
gnb.com. Our privacy policy is incorporated in these Customer Terms and
Conditions by reference and you hereby agree that you have read our
privacy policy, understand it and agree to its terms.

(b) Data collection

(i) You agree that your personal information provided to QNB may be
used and retained by QNB, and that, to the fullest extent permitted
under Applicable Law, QNB may use, process, disclose and
transfer your personal information for the purposes of providing
the E-Wallet Service and/or other services including marketing and
research purposes to any third party service providers engaged by
QNB.

(i) You agree and acknowledge that QNB shall retain and store
user identification data and transaction records within Qatar,
and may disclose such data and records to the QCB and other
governmental and regulatory bodies or pursuant to a court order.
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(iii) You accept that QNB may disclose or receive personal information
or documents about you or other related ‘know your customer’
information provided by you to QNB:

(A)to and from local and international law enforcement or any
competent regulatory or governmental agencies to assist in
the prevention, detection or prosecution of criminal activities or
fraud;

(B)to facilitate QNB’s ability to fulfil legal, governmental or
regulatory requirements; and

(C)to QNB’s legal representatives or auditors or to the applicable
court in connection with any legal or audit proceedings
(notwithstanding that any such proceedings may be of a public
nature).

(iv)You consent and hereby authorize that your communications and
preferences connected to your use of the QNB Pay Wallet may be
monitored or recorded for use in business practices such as quality
control, training, ensuring effective systems operation, prevention
of unauthorized use of our telecommunications system and
detection and prevention of crime.

(v) By using the QNB Pay Wallet, you consent to QNB accessing
information about your Device for the purpose of registration and
authentication when using the QNB Pay Wallet. You consent to the
QNB Pay Wallet using cookies which are needed for them to work
effectively.

(vi)Accessing any third party software through the QNB Pay Wallet,
if applicable, is subject to you accepting separate terms and
conditions or entering an end user license agreement with
such third parties, at your sole discretion, and QNB bears no
responsibility with respect to such third party services.

(c) Internet Frauds

The Internet is susceptible to a number of frauds, misuses, hacking and
other actions, which could affect use of QNB Pay Wallet. Whilst QNB
shall aim to provide security to prevent the same, there cannot be any
guarantee from such internet frauds, hacking and other actions, which
could affect the use of the QNB Pay Wallet.

(d) Technology Risks

It may also be possible that the QNB Pay Wallet may require maintenance
and during such time it may not be possible to process the request of the
Users. This could result in delays or failure in the processing of Mobile
Payment Transactions or other instructions associated therewith. You
understand and acknowledge that QNB disclaims all and any liability,
arising out of any failure or inability by QNB to honor any Mobile Payment
Transactions.

(e) Security measures

(i) QNB shall take all reasonable and practicable measures to ensure
that access to and use of QNB Pay Wallet and E-Wallet Services
is secure, and to manage and control the risks in operating the
QNB Pay Wallet. QNB may, at any time alter, amend or replace
any procedure, system or service within the QNB Pay Wallet to
maintain the encryption, security and confidentiality of the QNB
Pay Wallet.

(i) You must keep your username and PIN secure and strictly
confidential and prevent unauthorised use of your username, PIN
and QNB Pay Wallet. You should not leave your Device unattended
if you have logged in to your QNB Pay Wallet. Your QNB Pay
Wallet session will be timed-out within a designated limited time
frame if there is no activity on your QNB Pay Wallet.

(iii) You must notify QNB immediately if you become aware or suspect
that your QNB Pay Wallet credentials, or your Device (including
your SIM card), have been lost or stolen.

(iv)You must comply with any additional security measures notified to
you from time to time.

(f) Warranties and Indemnities

(i) You must not make any warranty or representation whatsoever in
relation to any of your goods or service that may bind us.

(if) Any Mobile Payment Transaction undertaken using the QNB Pay
Wallet shall constitute warranties to QNB that:

(A)all particulars relating to the Mobile Payment Transaction are
true;
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(B)the transaction and any sales proceed are valid; and

(C)the transaction is not subject to any dispute, set- off, or
counterclaim.

(iii) You will indemnify QNB on demand against all losses, expenses
and damages QNB may suffer:

(A)as a result of your failure to observe your obligations under
these Customer Terms and Conditions;

(B)as a result of QCB imposing fines, fees, or penalties on QNB in
accordance with the Applicable Laws as a direct or indirect result
of your failure to observe your obligations under these Customer
Terms and Conditions or Applicable Law;

(C)arising out of any dispute between you and another User; or

(D)as a result of any error, negligence or fraud relating to a
transaction by you, your servants, agents, employees, or
contractors.

(9) Warranty & Software Limitations

Neither QNB nor any software suppliers nor any information providers
make any warranty, express or implied, to you concerning the QNB
Pay Wallet, or related software, equipment, browser or other E-Wallet
including, but not limited to, any warranty of merchantability or fitness
for particular purpose or non-infringement of third party rights, unless
disclaiming such warranty is prohibited by Applicable Law.

From time to time, QNB or its service providers will make available
updated versions of the QNB Pay Wallet application and other
technological updates and tools that you must download, install or update
in order to continue to use the QNB Pay Wallet. QNB shall not be liable
or responsible for any action or inaction to install, download or update the
QNB Pay Wallet application.

(h) Mobile-related Warranties

Neither QNB nor any software supplier nor information provider represents

and warrants to you that the QNB Pay Wallet or associated software
provided by QNB in relation to the E-Wallet Services is free from any
defects, mobile/computer virus or other software-related problems. In
the event of such defects or mobile/computer virus caused by the QNB
software, QNB’s sole responsibility shall be limited to the replacement
or the reasonable cost of replacement of the software QNB provided

in connection with the E-Wallet Services. QNB will not be liable for any
indirect, special, consequential, economic or other damages.

(i) Disclosure of Account Information to Third Parties:

To the extent necessary to carry out the QNB functions, QNB may
disclose information about your QNB Pay Wallet and/or Account (as
applicable) to third parties in the following instances:

(i) when it is necessary for completing any Mobile Payment
Transaction;

(ii) in order to verify the existence and condition of you QNB Pay
Wallet or Account;

(iii)in order to comply with Applicable Laws, QCB instructions or
directives, government agency rules or orders, court orders,
subpoenas or other legal process, or in order to give information to
any government agency or official having legal authority to request
such information;

(iv)to protect and enforce QNB’s rights;

(v) in order to share information with our affiliates to the extent allowed
by Applicable Law;

(vi)in order to contract with outside agents or service providers to
prepare account statements, enter or calculate transactions and
balances, or provide other materials or services on QNB’s behalf;
and

(vii) if you give QNB your written permission (which may be by
electronic or telecommunications transmission as well as on
paper).

(i) Tax Residency & Transparency

(i) You shall comply with any tax residency and transparency
requirements requested by QNB, such as regarding the US
Foreign Account Tax Compliance Act (FATCA) and the OECD’s
Standard for Automatic Exchange of Financial Account Information
(also known as the Common Reporting Standard (CRS)) and
related aspects as may be requisite under Applicable Law.
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(i) You undertake to advise QNB of any change of circumstance
that affects your tax residence status or causes the information
provided to QNB to become incorrect or incomplete within 30
days of its occurrence and to provide QNB with a suitably updated
documents and certifications within 30 days.

(iii) You acknowledge that the information provided to QNB in
connection with your relationship with QNB generally and your
use of the QNB Pay Wallet specifically may be provided to the
tax authorities in Qatar and exchanged with the tax authorities
of another country/jurisdiction in which you may be tax resident
pursuant to intergovernmental agreements to exchange financial
account information.

7. Records and statement

(a) You may check your QNB Pay Wallet activity and transaction
details through your QNB Pay Wallet. If you notice any
discrepancy or dispute, you should advise QNB immediately. Any
failure on your part to notify QNB will deem your QNB Pay Wallet
activity and transaction details to be true and correct.

(b) QNB Pay Wallet activity and transaction details appearing in QNB’s
records are prima facie evidence of the matters to which they
relate and will be considered true and correct unless otherwise
notified to, and accepted by QNB. Such QNB Pay Wallet activity
and transaction details may be submitted to any court of competent
jurisdiction as part of any litigation or arbitration proceedings
arising out of or in connection with your QNB Pay Wallet and / or
E-Wallet Service provided by QNB to you.

8. Termination

(a) You may terminate your registration for the QNB Pay Wallet at any
time upon written notice to QNB.

(b) QNB reserves the right to terminate its E-Wallet Services to you
and your QNB Pay Wallet immediately upon providing written
notice to you of such termination. QNB may also, in its sole
discretion, terminate your QNB Pay Wallet effective immediately
if: (i) there is an occurrence of a material change in your account
activity or other risk analysis criteria as determined by QNB in its
sole and absolute discretion; (i) QNB at any time determines that
you do not meet its risk or other qualification requirements; (iii)
QNB discovers any wilful misconduct (including but not limited to
types of fraudulent activity) on your part or any other party with
respect to the QNB Pay Wallet; (iv) you are in default of any terms
of these Customer Terms and Conditions where such default gives
QNB the right to terminate, immediately or otherwise, or close your
account; (v) you have not used the QNB Pay Wallet for a period of
time deemed to constitute an inactive service by QNB (in its sole
discretion) or in accordance with the Applicable Law; or (vi) you are
in default of any terms of these Customer Terms and Conditions or
any other agreement with QNB. In any of these events, you agree
that QNB'’s sole obligation shall be to provide notice of termination
of the QNB Pay Wallet to you, and that such notification will
be reasonable if it is mailed to your statement mailing address
immediately upon termination.

(c) Either you or QNB may terminate the QNB Pay Wallet, with or
without cause, upon thirty (30) days’ written notice to the other of
its intent to do so, sent to you at your statement address and sent
to QNB at the address provided herein. In the event of termination
of the QNB Pay Wallet, your rights and responsibilities as well
as QNB’s rights and responsibilities, shall continue through any
applicable settlement period. If the QNB Pay Wallet is terminated
by QNB, QNB may accelerate all amounts due and to become
due, and you agree to promptly make full payment to QNB of all
amounts due and amounts incurred by you through your use of the
QNB Pay Wallet.

(d) Any termination of these Customer Terms and Conditions shall not
affect any of the QNB'’s rights and your obligations with respect to
Mobile Payment Transactions initiated prior to such termination,
or your payment obligations for services performed by QNB prior
to termination, or any other obligations that survive termination of
these Customer Terms and Conditions.

(e) You shall immediately notify QNB if your mobile phone operator in
Qatar has cancelled your mobile number. In such an event, your
QNB Pay Wallet shall be liquidated by QNB.

(f) If, at the termination or liquidation of your QNB Pay Wallet you
have a credit balance of Electronic Money stored on your QNB Pay
Wallet, then you must immediately withdraw any credit balance
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of Electronic Money stored on your QNB Pay Wallet using a QNB
ATM or transfer the Electronic Money to another User. If you are
a QNB Customer, you may also instruct QNB to transfer Funds
equivalent to that balance in to your Account held with QNB and
linked to your QNB Pay Wallet.

(g) Once your QNB Pay Wallet has been liquidated you will not be
able to access your QNB Pay Wallet or have any claim in respect
of any Electronic Money stored on your QNB Pay Wallet. In that
case, QNB may deal with any credit balance on your QNB Pay
Wallet in accordance with Applicable Law and/or QCB directives.

9. Set off

QNB may, at any time, and without notice to you, combine or consolidate
all or any of the Funds held in your QNB Pay Wallet or any other Account
held with QNB and set off such amounts against any amounts due and
payable to QNB.

10. General limitation of QNB liability.

In no event shall QNB be liable for special, indirect, punitive, incidental or
consequential loss or damage of any kind including lost profits whether or
not QNB has advised you of the possibility of such loss or damage arising
or related to your use of QNB Pay Wallet or E-Wallet Services.

In addition, QNB will not be liable for indirect, special, consequential,
economic, or other damages arising out of the installation, use or
maintenance of QNB Pay Wallet and/or its related equipment, software, or
online services.

QNB shall not be liable for any loss or damage you may incur as a result
of loss or theft of your QNB Pay Wallet credentials if you have failed to
report such loss or theft to QNB to block your QNB Pay Wallet.

11. Miscellaneous

(a) Business Days and Hours of Operation

QNB'’s customer care is generally available twenty-four (24) hours a

day, seven (7) days a week. However, at certain times, some or all of
QNB service may not be available due to system maintenance and other
limitations. A transfer initiated using QNB Pay Wallet before 2:00 p.m.
Qatar Local Time (on a Business Day) is generally posted to your account
the same day. All transfers completed after 2:00 p.m. Qatar Local Time on
a Business Day or on a Friday, Saturday, or Bank holiday will generally
be posted on the next Business Day. QNB Business Days are Sunday to
Thursday.

(b) Notices and Communications

Except as otherwise provided in these Customer Terms and Conditions,
all notices required to be sent to you will be effective when QNB mails or
deliver them to the current address that QNB has for you in its records.
Notices from you will be effective when received by mail at the address
given below:

Qatar National Bank (Q.P.S.C.)

Attn: QNB Cards and Payments Acceptance Department,
3rd floor, Grand Hamad Building,

P. O. Box 1000, Doha, Qatar

(c) E-Mail Communications:

In general, communications sent over the public internet are not
necessarily secure. Therefore, QNB shall not send and strongly suggest
that you do not send any confidential account information. We will not
respond to account information related questions sent via internet e-mail.

Correspondence that requires expeditious handling, for example, if you
need to report an unauthorized transaction from one of your QNB Pay
Wallet, should be made by calling QNB at +974 4440 7777.

d) Assignment:

QNB may assign its rights and delegate its duties under these Customer
Terms and Conditions to a company affiliated with QNB or to any other

party.
(e) No Waiver

QNB shall not be deemed to have waived any of its rights or remedies
unless such waiver is in writing and published by QNB. No delay or
omission on the part of QNB in exercising its rights or remedies shall
operate as a waiver of such rights or remedies or any other rights or

remedies. A waiver on any one occasion shall not be construed as a bar or

waiver of any rights or remedies on future occasions.
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(f) Governing Law

These Customer Terms and Conditions shall be governed by, construed
and enforced in accordance with the laws of Qatar.

Any dispute relating to or arising out of or in connection with these
Customer Terms and Conditions or your use of the QNB Pay Wallet or
E-Wallet Services may in the first instance be referred to an arbitration
committee established by the QCB. The arbitration committee shall be
responsible for investigating any complain of relevance to the parties
involved as part of the E-Wallet Services or use of QNB Pay Wallet and
taking appropriate measures to resolve them.

To the extent any dispute relating to or arising out of or in connection with
these Customer Terms and Conditions or your use of the QNB Pay Wallet
or E-Wallet Services are not resolved through the arbitration committee,
then such dispute may be resolved by the courts of Qatar.

(g) Severability

Should any part of these Customer Terms and Conditions be held

invalid or unenforceable, that portion shall be construed consistent with
applicable law as nearly as possible to reflect the original intent of these
Customer Terms and Conditions, and the remaining portions shall remain
in full force and effect.

(h) Intellectual property

The content, organization, graphics design, compilation, magnetic
translation, digital conversion and other matters related to QNB are
protected under applicable copyrights, trademarks and other proprietary
rights. The copying, redistribution, use or publication by you of any part
of our intellectual property rights, except as allowed by these Customer
Terms and Conditions, is strictly prohibited. You do not by virtue of these
Customer Terms and Conditions or use of QNB Pay Wallet acquire any
ownership rights to any content, document or other materials accessed
through QNB Pay Wallet, QNB website or generally QNB. The posting of
information or materials on the QNB Pay Wallet, QNB website or through
QNB does not constitute a waiver by QNB of any proprietary or other right
QNB has in such information or materials.

(i) Reporting Unauthorized Transaction or Theft or Loss of Access

Codes

If you believe that an unauthorized Mobile Payment Transaction has been
or may be made from your QNB Pay Wallet, alert QNB immediately by
calling at +974 4440 7777 or on hotline number +974 4440 7711 or write
QNB at:

Qatar National Bank (Q.P.S.C.)

Attn: QNB Cards and Payments Acceptance Department,
3rd floor, Grand Hamad Building,

P. O. Box 1000, Doha, Qatar
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