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QNB Merchant Agreement Terms

1. Definitions

1.1. The terms defined below have the indicated meanings throughout this
Agreement (as defined below) unless the contrary intention appears:

“Account” means the account nominated by the Merchant for acceptance
of credit and debit entries under this Agreement and for related purposes,
details of which are set out in Merchant Application Form

“Agreement” means this booklet and any manuals QNB may provide to the
Merchant.

“Applicable Laws” means any laws, rules, regulations and instructions
issued from time to time by the QCB and/or any other regulatory

or government body in Qatar that may affect, relate to or affect the
transactions contemplated in this Agreement.

“AML / CFT Regulations” mean any laws, rules, regulations and
instructions relating to anti-money laundering and combating financing

of terrorism issued by any government or regulatory body in Qatar from
time to time and relate to the Payment Methods and the Transactions,
including any amendment made to those requirements or the guidelines
superseding them.

“AP1” means Application Programming Interface integration on
ecommerce payment gateways integration.

“Authorization center/customer care center” means the center specified
by QNB for authorization of card transaction requiring authorization.
“Banking day” means any day on which QNB is open for business in Qatar.

“Card” means:

a) avalid financial transaction card (whether credit or debit or prepaid)
issued by a member or affiliate of Mastercard on which the Mastercard
marks appear;

b) avalid financial transaction card (whether credit or debit or prepaid)
issued by a member or affiliate of Visa on which the Visa marks appear;
and

c) any other financial transaction card (whether credit or debit or prepaid)
which QNB requests the Merchant and the Merchant agrees to honour,

whether in physical or tokenised form, and used by a Cardholder to carry
out a Transaction on a Cardholder’s account.

“Card Scheme” means Mastercard International Incorporated and Visa
International card schemes, or any other card scheme provider that QNB is
amember of or participates in.

“Cardholder” means a person to whom a Card (whether debit or credit or
prepaid) has been issued.

“Chargeback” means a debit entry to the Merchant’s Account processed
by us, and is the reversal of a credit previously made to the Merchant’s
Account, in the circumstances described in clause 9.2 of this Agreement.
“Contactless Transaction” means transmitting Card data using radio
waves instead of a device physically reading the card magnetic strip, stripe
or chip.

“Crediting” means paying off the amount to the Merchant based on

the agreed conditions or rates between QNB and the Merchant for card
transactions related to this Agreement.
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“Credit Card Transaction” means a transaction where the details of a
Mastercard Card or Visa Card have been presented and the transaction is
processed using either:

a) apaper credit card sales voucher;

b) an electronic Terminal without a PIN pad; or

c) an electronic Terminal with a PIN pad and selecting the “Credit” button
on the PIN pad; or

d) any QNB approved Digital Wallet or any other electronic device of
Internet based interface, using a Card.

“Customer” means any person who is authorized to use a Payment Method

issued to him/her and has purchased products and/or services from the

Merchant and has initiated a sale Transaction in respect of that order,

including a Cardholder.

“Data Breach” means any event whereby the Merchant’s business or

any service provider facilitating the transmission, storage or acceptance

of the Merchant’s credit card payments, suspects or has knowledge of

unauthorized access to confidential card payment details.

“Debit Card Transaction” means a National ATM & POS Switch (NAPS)

transaction.

“Device” means any mobile phone, smart phone, tablet, smart watch or

such other communication device, which is used to access and undertake

transactions through a Digital Wallet.

“Digital Wallet” means the digital or virtual platform mobile application

approved by QNB for acceptance, that enables a Cardholder to make

Contactless Transactions using a digital or tokenised Cards stored on it.

“Discount” means the rebate or reduction of the transaction amount or

total purchase amount the Merchant provides to the customers for goods

or services, as opposed to the Merchant Discount Rate provided to QNB

and to be agreed upon between the parties.

“eCommerce Merchant” means a Merchant who conducts the sale of

goods or services electronically over the Internet, and who has been

authorized by QNB to accept Credit Card Transactions over the Internet

using an approved Payment Gateway.

“eCommerce Merchant Facility” means any method and/or device utilized

by the Merchant, or by any service provider on the Merchant’s behalf, and

used to engage in the acceptance, transmission or storage of Transaction

details. This definition includes but is not limited to all software, hardware,

databases, digital image and physical records used or maintained by the

Merchant or QNB’s Merchant service provider.

“eCommerce Transaction” means a transaction between the Merchant

and a Cardholder where the Cardholder sends the Merchant their Card

data over the Internet, regardless of how the data is transmitted from the

Merchant to QNB.

“Factoring” means processing unauthorized credit cards operations for the

benefit of third parties.

“Floor Limit” means the maximum sales value the Merchant are authorized

to process on any one occasion in respect of any one Card without

obtaining authorization for the subject transaction from QNB.

“Merchant Facility” or “Facility” means one or more facility, as set out in

Merchant Application Form to this Agreement, selected by the Merchant

and made available to the Merchant by QNB to enable the Merchant to

accept payments using a Payment Method.

“Merchant Service Fee” shall have the meaning given to it in Clause 2.2

below.

“Merchant Statement” means the statement of the Merchant’s account for

POS Transactions.

“MDR” means the “Merchant Discount Rate” charge for each Transaction

by QNB performed at the Merchant’s establishment, as agreed with the

Merchant.

“MID” means Merchant Identification.

“Minimum Levels of Turnover” means the minimum Transactions volume

to be achieved and guaranteed by the Merchant.

“Mobile Payment Instructions” means the mobile payment instructions
(including the mp-clear rulebook, mp-clear operational framework and mp-
clear interface specifications) regulating the provision of mobile payment
mechanisms issued by the QCB in 2018 and effective from 1 January 2019,
pursuant to the QCB Law.

“Mobile Payment Transactions” refers to any means of payment made
and/or received by individuals or corporations through the use of a Device
at any POS or through electronic commerce website, all requlated under
the Mobile Payment Instructions issued by the QCB.

“Outlet” means the physical location where a new MID is created enabling
the Merchant to process Transactions electronically or manually.
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“Payment Method” means a method of enabling the Merchant to accept
payments by a Customer including Cards, Digital Wallets, bank transfers,
direct debits offered by Card Schemes, Recurring Transactions or similar
methods approved by QNB from time to time.

“Payment Gateway” or “Gateway” provides a secure method for
authorizing Transactions over the Internet through a system accredited by
QNB.

“PCIDSS” means Payment Card Industry Data Security Standards; this
refers to the data security standards mandated by Visa and Mastercard

to facilitate protection of Cardholder payment data from unauthorized
access, and is applicable to any Merchant who stores or transmits card data
regardless of the storage or transmittal device.

“Person” includes a natural person as well as a corporation or other form of
legal entity.

“PIN Pad” means the device designed as part of, or for attachment to,

a Terminal and which contains an alphanumeric function keyboard by
which the user nominates an account and enters a Personal Identification
Number (PIN).

“POS” means point of sale.

“Qatar” means the State of Qatar.

“QCB” means the Qatar Central Bank.

“QCB Law” means Law No. 13 of 2012 of the Qatar Central Bank and the
Regulation of Financial Institutions.

“QNB Digital Wallet Terms” means the QNB Digital Wallet User Terms and
Conditions for Merchants relating to the use of the QNB Wallet (as defined
therein), enclosed as Schedule 1 of this Agreement, and shall be read and
construed as being part of this Agreement if the Merchant accepts the
QNB Digital Wallet Terms.

“Recurring Transaction” means a transaction where a Cardholder has
granted written authority to the Merchant to periodically charge their Card
for recurring purchases of goods or services. Recurring Transactions can
be for a fixed or a variable amount deducted at monthly, quarterly, semi-
annual or annual intervals.

“Refund” means the fund adjustment from the Merchant’s account made
by QNB to Cardholder’s account even subsequent to the settlement of the
payment.

“Rules” means the card scheme rules set by Mastercard and Visa from time
to time.

“Sales Record” means a record of sale containing full information of a
Transaction either printed on the POS roll of a POS terminal supplied by or
approved by QNB, or prepared in an electronic form.

“Secure Socket Layer” or “SSL” means the encryption technology used on
a server that encrypts data such as Card and Cardholder payment details
and other information when it is being stored or transmitted over a public
network or from one computer to another.

“Service Provider” means the provider of any software and hardware that
the Merchant utilize to assist with the acceptance of Transactions.
“Software” includes the operating system, application software and the
Terminal management software, and any updates issued from time to time.
“Terminal” means the POS hardware and software provided by QNB or
any electronic device or equipment (including where applicable a portable
electronic device or equipment) for processing Transactions using Cards
and for initiating the credit or debit of funds to facilitate the settlement of
those Transactions.

“Terminal Access Fees” means the monthly fee for the Terminal Access
Services and includes all fees, charges and other amounts (including
interest, and any government charges that may be applicable) payable in
relation to the Terminal Access Services under the arrangements in place
between the Merchant and QNB.

“Terminal Access Services” means access to QNB’s Card transaction
network; all services that facilitate card transactions; and the provision,
installation, maintenance, and repair, of a Terminal provided by QNB.
“Transaction” means a request to QNB by the Merchant to process the
payment request and/or consent of the Customer to his/her payment
service provider in order for the Merchant to receive the payment for goods
and/or services purchased by the Customer, and includes Credit Card
Transactions, Debit Card Transactions and Mobile Payment Transactions.
“VIS” means the Visa Instalment Solutions by Visa where non QNB
Cardholders is given the option to pay in instalment payments for card
purchases where applicable.

“Web Hosting Provider” means the provider of any software or hardware
that the Merchant enter into an Agreement with to enable the Merchant to
conduct business via the Internet.
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This Agreement contains all of the terms and conditions applying to

the Merchant Facility. In this Agreement, words denoting the singular

shall include the plural and vice versa.

Provision of Merchant Facility

QNB agrees to provide to the Merchant the Merchant Facility selected

by the Merchant in Merchant Application Form to this Agreement.

The Merchant Facilities may only be used by the Merchant and may not

be used by, or on behalf of, any third party (including any associated

company or related body corporate of the Merchant), without QNB’s

prior written authorisation.

In consideration of the Merchant Facility selected by the Merchant,

QNB shall charge the relevant fee for such Merchant Facility (the

“Merchant Service Fee”) as set out in Merchant Application Form to

this Agreement.

The Merchant shall not engage in or use the Merchant Facilities for

any business activities or transactions that are prohibited under the

laws and regulations of the state of Qatar or that are restricted by

international payment networks.

The Merchant must promptly notify QNB in writing of any proposed

change or modification to the Merchant’s business activities,

operations, ownership structure, or the nature of the goods and/

or services offered in connection with these Merchant Facilities.

Such changes shall not be implemented without QNB’s prior written

approval (at QNB's sole discretion).

Any Transactions processed by the Merchant that arise from or are

connected to unapproved changes or modifications referred to in

clause 2.5 above shall be deemed invalid Transactions.

Merchant acquiring and POS services

QNB shall provide Card acquiring and alternate payment acquiring

services to the Merchant which will include the following:

a) Authorising Card Transactions: QNB will approve, authenticate
and process the Card Transactions for the purchase of good and
services sold by the Merchant.

b) Clearing payments and settlement: QNB will provide Terminal
Access Services to the Merchant and clear all payments in respect
of any Card Transactions carried out into the Account.

c) Certification of Equipment: QNB shall provide and certify all
the POS to be used for and in relation to the Transactions, in
accordance with relevant standards and guidelines prescribed
by the QCB and/or any other International standards body
established for this purpose that may be identified by the Parties.

d) Payment Methods: QNB will enable the Merchant to accept
Payment Methods approved by the QCB, a Card Scheme and/
or QNB (as applicable) in compliance with international operating
standards.

e) Reconciliation and Reporting: QNB will assist the Merchant to
collect and reconcile all transactions in relation to all Transactions
undertaken by the Customers. For avoidance of doubt, QNB
will not be responsible to provide the reconciliation system to
the merchant and such system will be acquired by the Merchant
through other sources. However, the Parties will enter into
discussions to establish the interface requirements for the
reconciliation system.

f)  Account Bank: QNB will act as account bank for the Merchant. All
proceeds of the sales from Card Transactions will be deposited in
the Account.

Equipment

Where QNB supply Terminal Access Services to the Merchant, the

following provisions apply:

a) The Merchant must prepare at its premises at its expense a
site which meets QNB's specifications for the installation of the
Terminal(s), including a power supply and telephone line exclusively
dedicated to the Merchant’s POS equipment.

b) The Merchant will permit QNB’s representatives to enter its
premises to install, move, maintain, repair, replace or remove (as
necessary) the Terminals during normal business hours or at any
other reasonable time. The Merchant will observe the conditions of
this Agreement in relation to the Terminals.
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c) If a Terminal malfunctions, or for any reason is unable to process
transactions, QNB will not be responsible for any effect that may
have on the Merchant’s business. The Merchant must not carry out
a transaction using a malfunctioning Terminal. It is the Merchant’s
responsibility to ensure that other means are available at short
notice to enable the Merchant to continue to process transactions.
These might include the installation of a spare Terminal, or
identifying to the Merchant’s customers the location of the
automatic teller machine (ATM) nearest to the Merchant’s place of
business.

d) Inthe event of malfunction of the POS terminal, the Merchant will
immediately notify the Bank on telephone number assigned or any
other such number as may be specified by QNB to the Merchant
from time to time.

e) The Merchant will bear the cost of the connectivity of land line or
SIM for POS usage at Merchant premises as it may be advised by
QNB.

f)  QNB may debit from the Merchant’s Account the applicable
Terminal Access Fees which the Merchant is required to pay in
respect of the supply to the Merchant of Terminal Access Services,
as from time to time varied in accordance with the arrangement
between the Merchant and QNB.

g) The Merchant must not move a Terminal owned or supplied by
QNB to a new position, or in any way modify, change, or alter a
Terminal owned or supplied by QNB, without receiving QNB’s prior
written consent.

h) The equipment shall be operated by the qualified / authorized
personal designated by the Merchant and trained by QNB in
accordance with the operational instructions provided to the
Merchant by QNB.

i) The Merchant must take proper care of all Terminals supplied
to the Merchant, and follow all instructions QNB may give to the
Merchant regarding the correct operation of the Terminal.

j)  Merchant will only use the authorized sales vouchers or POS slips
and the equipment provided by us.

k) The Merchant is liable for the cost of any repairs to a Terminal
supplied by QNB in circumstances where the need for repairs is
due to the Merchant’s neglect, misuse, or failure to have adhered to
the operating instructions QNB provided to the Merchant.

I)  The Merchant must only allow people authorized by QNB to repair,
service, alter, or modify a Terminal which QNB owns or has supplied
to the Merchant.

m) A Terminal that QNB owns shall always remain QNB'’s property even
if it is attached to any other property. If the Terminal is attached
to any other property the Merchant must obtain from the owner
of that property, at QNB's request, an acknowledgment that QNB
owns it and that the owner has no interest in it.

n) The Merchant must not part with possession or control of a
Terminal QNB owns unless QNB asks the Merchant to.

0) The Merchant shall be responsible for any loss or damage to a
Terminal that QNB owns resulting from fire, theft, explosion, flood,
civilcommotion or other act in or around the Merchant’s premises.
The Merchant must pay QNB the full cost of replacing or repairing
it. QNB may reasonably determine the replacement value at QNB’s
sole discretion.

p) QNB shall in no way be liable to the Merchant or to any Cardholder
or to any other person for any and all losses, costs, damages,
injures or expenses (including court costs, legal fees) whether
caused directly or indirectly by the POS equipment or system
malfunction, failure of connection or communication links.

5. Processing Transactions

5.1 The Merchant will accept all valid Cards and Digital Wallets (approved
by QNB from time to time) without discrimination and process all
transactions in accordance with this Agreement. The Merchant will
only use equipment and materials QNB supply or have approved.

The Merchant shall display logos of all types of Cards, Digital Wallets
and Payment Methods it accepts as payment at the specific Outlet,
expressly authorized in writing by QNB and refrain from using such
logos for purposes other than those authorized by QNB.

5.2 All transactions are to be processed in Qatari Riyals, unless otherwise
approved by the QCB and QNB.
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5.3 The Merchant must obtain authorization for all transactions above the
applicable Floor Limit. The Floor Limit for all Merchants is deemed to
be zero, unless QNB provide the Merchant with written advice to the
contrary.

The Merchant understands that authorization by QNB only confirms
the Cardholder has sufficient available balance to cover the purchase,
and that the Card has not been reported lost or stolen (although it may
in fact be lost or stolen). The Merchant shall obtain authorization for all
transactions above the applicable Floor Limit, however the granting of
an authorization does not prevent QNB from carrying out a Chargeback
in relation with the transaction concerned later.

5.4 The Merchant shall give the Cardholder a copy of the Sales Record

immediately after completing the Transaction. The information on

the Sales Record provided to the Cardholder must be identical with

the information on any other copy. The Sales Record may either be a

physical copy or an electronic copy or confirmation

All copies of the Sales Record (including the copy provided to the

Merchant’s customer) must include the following information:

a) The amount of the transaction (in Qatari Riyals).

b) The date and time of the transaction.

c) The Merchant’s name (so the Cardholder can subsequently
determine the Merchant at which the transaction occurred).

d) Merchant ID and Terminal ID.

5.5 Inrespect of a Transaction that relies upon signature as the means of
Cardholder verification, the Merchant shall be responsible for verifying
the identity of the Cardholder, and ensuring that the signature or any
other Cardholder authorization on the voucher is not forged, obtained
by fraud or deception, unauthorized or that the transaction is not
otherwise invalid (refer to clause 9 of this Agreement).

5.6 Atall points of Cardholder contact, the Merchant must prominently and

unequivocally inform the Cardholder of the Merchant’s identity so that

the Cardholder can readily distinguish the Merchant from any other
supplier of goods or services. The Merchant must also provide notice
to the Cardholder that the Merchant is responsible for the transaction,
including the goods or services acquired by use of the Card or Digital

Wallet (as applicable), as well as for related customer service, dispute

resolution and performance of the terms and conditions of the

transaction.

The Merchant shall not, either directly or indirectly, process any

transaction or present any Sales Record to QNB that did not originate

as aresult of a transaction between the Merchant and a Cardholder

to whom the Merchant has actually supplied the goods or services for

which the Card or Digital Wallet (as applicable) was used in payment.

In particular, the Merchant must not process transactions on behalf

of a third party. Any person or entity that wants to accept Card sales

for payment must have its own account with QNB. Processing drafts

for another party is known as “Factoring,” and it is against Card

Associations regulations and a breach of the Agreement. If QNB

discovers that the Merchant has been factoring drafts or account

receivables, the Agreement shall be terminated by QNB and the

Merchant’s name will be placed on the terminated Merchant file

with the Card Associations, which could make it impossible for the

Merchant to ever obtain another Merchant account with any other

processor.

The Merchant should not process any transaction or present any

voucher to QNB before the Merchant supplied the goods or services to

the Cardholder.

5.9 The Merchant shall not split a transaction into two or more transactions
on the same Card or different Cards of the same Customer to avoid
having to obtain authorization.

5.10 The Merchant shall not undertake any transaction:

a) Representing refinancing or transfer of an existing Cardholder’s
financial obligation to the Merchant (whether or not the Merchant
considers the obligation is not collectable); or

57
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b) As an alternate way of accepting payment due to the dishonor of

a Cardholder’s personal cheque.

The Merchant shall not deposit any transaction for the purpose of

obtaining or providing a cash advance either on the Merchant’s Card

or the Card of any other party, or process a sale on any Card the

Merchant is authorized to use.

5.12 QNB will forward to the Merchant daily or monthly statements, at
QNB's discretion, showing the amount of all transactions processed
during the day or the previous month respectively.
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5.13 Under no circumstances should the Merchant request or allow any
Cardholder to disclose their personal identification number (PIN),
password or other code or information that can be used to access a
customer’s account, for the Merchant to retain. The Merchant should
only retain the customer’s Card if QNB asks the Merchant to do so.

5.14 The Merchant may only store the following information:

e Cardholder number

* Cardholder name

» Card expiry date

* Extended service code (used for Smart Card processing)

5.15 The Merchant must not store the following information:

*  Three-digit Credit Card Verification Value (CVV2/CVC?2) found on
the back of a Credit or Debit Card

¢ PIN details

*  Full magnetic stripe data

*  Tokenised card details

5.16 The Merchant shall not keep the related documents like national ID,
passport copy or any other personal identity copy unless advised by
the Bank to store and / or send it to QNB for the transaction purpose.

5.17 The Merchant shall not request a customer to provide card details via
email for payment for the provision of goods or services. Should such
details be provided to the Merchant, the Merchant must immediately
delete the email without in any way storing or retaining these details.

5.18 The Merchant must ensure that the Merchant’s business, and any
service provider who participates in the storage of Card payment
details on behalf of the Merchant’s business, fully complies with the
PCIDSS. QNB will advise the Merchant of the level of security required
which is based on the volume of transactions the Merchant process.
Refer to clause 22 of this Agreement for further details relating to
PCIDSS.

5.19 QNB reserves the right, from time to time, without prior notice, to
interrupt QNB'’s services for maintenance purposes for any time
periods that may be deemed absolutely necessary. Any and all efforts
will be made to keep this service interruption as short as possible.

5.20 Where a Cardholder tenders a Card for payment, the Merchant shall
not engage in any of the following practices:

a) Charge the Cardholder a price in excess of the Merchant’s regular
or advertised price.

b) Levy any form of extra charge or payment on the Cardholder
consequent upon the Cardholder paying by Card.

c) Impose a minimum value for accepting payment by way of Card.

d) Refuse to accept payment by way of Card in favour of cash or
other means of electronic payment.

e) Refuse to offer discounts or promotions that would otherwise
apply in the event the Cardholder paid by cash.

5.21 The Merchant shall not key enter any cards transactions or perform
off line cards transactions unless authorized in writing or by an
authenticated email received from the authorized representative of
QNB and subject to the applicable terms and conditions of QNB.

5.22 The Merchant shall be responsible for any transaction processing
through the Terminal and QNB is not liable for any such goods supply
which may ultimately cause any losses for the Cardholder or any other
person or subject.

5.23 The Merchant, each manager and each shareholder of the Merchant,
shall jointly or severally indemnify and keep QNB harmless from any
claim, action, lawsuit, damages, penalties, costs, charges and losses of
any kind which QNB may incur or suffer in relation to this agreement
that arises from any contention or conflict which the Merchant have or
may have in the future with any third party.

G. Sales Refund Transactions

6.1 The Merchant shall establish a fair policy for dealing with customer
disputes, including the exchange or return of merchandise, and give
credit upon each return, not in cash, but by means of a sales refund
transaction.

6.2 Subject to clauses 6.3 to 6.6 of this Agreement, the Merchant may
process sales refund transactions by transferring the amount of the
refund from the Merchant’s Account to a Card account. The Merchant
shall not process any refund to a Card account unless the original
transaction between the Merchant and the Cardholder was paid for by
the Cardholder using the subject Card. Thus, the Merchant must not
make refunds to a card other than the card used to make the subject
transaction (including where the card belongs to the same customer).

a Zouwy 9I aslny Jol> (5I oo wlhy UI d|9>J| oo Jb> (5L1 9>l jou U 513
oSy sp31 aloglon of oy i of jopall dals of pull pdyll e 2Lasllly
Jo2 Ug 2 Wl Jud o lgy BLai> Ul yoysy Juasll wlu> ] Jguogl lgal sl
lay plall 2l o Libgll fhs liy wilb 131 D] Junsll dslhy blai>Ul >l

sl ologlenll g blaisUl j>Ul joxy U 5.14
aslhdl Jol> po) ¢
asladl Job> puwl o
aslhl a>lo clgll gy
(as3l wlslayl dxdlen 6 pxxiuwall) isgall doxzdljoy

‘il wloglenlly Blai>Ul >l Ll axy 5.15
CVV2/) plé)f &Ll po 8Sall glaiill dslby go Gaxill joy/dass ¢

puasdl aslhy of gloisll aslay jgb Lle s9>gallg (CVC2

Gl pSll Juolai
uublienll hypidl ably ol
8ispall olslayl Juolai o

dugell ddlhy (o dsuud Jio dball ol Olsitualy BlaisUl j>Ul joxu U 516
o) o apasuidl diggll Ol 5T sikun (o & i of yaull jlg> of dyibgll
Suaii el Gibgll ths ey I lellwy] 91/9 lay blai> Ul d>lpo diyll ag>gs
loleall

GoSIUl syl juc 8Uaddl Sl o9 dwasdl 0o wilbay ol 12Ul jozy U 517
oy 2 Wl 395 J1> 09 wilossl puxai of gluwdl g7 ol 865 by
03 (i3 193 ljod LigpSIUl syl dlw) O3> pth Gle gl (bl oo
.S 80 ,5U las blai>Ul gl bl

)iy wlors 380 sl ellisg lact dniul JUiol glass j2 Wl Lo isiy 5.18
dcluo wbily ool pulead BU Dol «ilsladl gosl aibily oujss L6 dic &l
ayinll dylasd! sgiuny ;2 Wl el Gibgll ths eliy pjilg 263l wlslhay
ozl (22 Wl lglley LUl llalenll px> e saisy g3y wglball
acluo wlly gl pylesy ddleinll Juolail (o sija) &slaill oda (o 22 il
2ol wlslay

ailoss ghd 6 (Guuwo Jled] 9939 15T Ciby (40 (E3UU Libgll ths Wiy haixy 519
S)bas elidl Jiumg aylell dyjgpsd Walp 36 dyinj wlis 6l diluall yaleld
S @dg pasdl L] alossdl glhasil 630 (o s>l 039>

oléll pasy j> Ul pjidy (@30 duwgsS aslny pusaiy aslhll Jol> pls J> L,o 520
Wl Oluylondl (o 5[;

sl ol slinadl j2 Ul jou gc gjs pow gosy adlayl Jol> pll] (0
dic leoll
e 31 @l i of awsloll pgupl JWuil go JSubs sl uope  (
a8l 2ol o)z doul &slhull Jol>
dhulgs 2631 Joud) byisS dolesll dosd) Lisi s> usys (O
aslayl
g b of 1385 gosJl Juaaig a5Laull goMl Jous yas) (&
(s3> duigyisl] 26>
<ilS Gl duzgill ubgyall of wlogiasdl ayssi g glioll (2
T 13a) aosall dsladl Jols 33w o) loss @it
wlslhy wilolen 34415 of Ugay wlslhy wilolen Gi by JBs| >l jozu U 5.21
GiorsI] sup pae of s pasgas Gle Joasdl aey 1 &l pinlio Juasl U9s
P>l bopill lasg elldg «ibgll ths cliy go ysganll Jinall go Gign
-Giboll phs iy s lg Joasall

Jady Ug gk.dlclbm_]l.eppu:l@,odl&npudlpl&.a(slchggmpthugSJ522
m@wdﬂ;wwmgl@l;ﬂd.w;guslwcu]ggmglL,Long)kmm_Lu
plungluozw(slgchoLbdl dobu @i plus (sl wlholl

Q3480 of giliain b aolus USg wupse 0o 30 US9 y2 Wl pjily 5.23
ws9lesg oo i 3og o dygduuall (0 diglo>g iboll fhs ey yagaly
36 £93 sl 0 Pluisg pgu9 «aylSiy (loleg glpblg dyigils Wlelizlo
u.cba.uJL,xJ|9‘mLmJ|o;gJ@mb.u.ouab9J|}b.oduLeJun)m.lgleMS..u
AU Wb Lglgpbdl o Jrdiunll 9 b.u.uA.ogI o3ls wll> 9I elj 6I

aleuall slsjiml wlloles .6

il 3 ;6 bay cellooll wlejlio g0 Joloill dsle dwlbuw gog) pth ojily 6.1
dolon 3uaii @b e gl ddoc PYS dousd 35 oy ulg dgcl>)] gl 2iladl
1385 gudg wlewn sl puwl

Glloles dxllen Uil joxu @uslailll odm (o 6.6 LI 6.3 (o sgil slclo g0 6.2
Gl 2l lus g spuuadl @lus Jig>d Gub o lauall sloiwl
&8l Gbuss Il gl Juganig sl dxlac sl dallas Ul jomu g a5t
lgioud Wl 26 aslhll Jol>g >l (s dnflall Lol dloleoll USi al o
3uaii j> Ul josu U e Eliyg .dsladl wl3 plssiuwb aslhdldl Jol> Jus ol
AVES Cuoasdwl Gl daslayl e astay I @luodl Jug=ig slspiwwl duac Lgl
(sl guai) sgei &sladl wils glg i) auoll doleoll



6.3

G.4

G.5

6.6

6.7

7.1

72

8.2

83

In order to utilize the Terminal sales refund facility, the Merchant
must initiate a password and provide that password to an authorised
representative of the Merchant. The Merchant may not process a sales
refund transaction using a Terminal without entering the password
prior to each transaction.

Where QNB has issued a password to the Merchant, QNB shall not be

responsible for any unauthorized sales refund transactions processed

through the Merchant’s Terminal using the password QNB has issued.

The Merchant shall control and be responsible for access to the

Terminal sales refund password. The Merchant should change the

password if for any reason the Merchant thinks it has become known

to persons other than those who the Merchant has authorized to
complete refund transactions. This includes where a staff member
with knowledge of the password ceases to be employed by the

Merchant.

QNB shall not be responsible for any unauthorized sales refund

transaction processed through the Merchant’s Terminal, even if those

transactions may cause the Merchant’s Account to be debited by the
amount of the transactions.

The Merchant is responsible to notify the Bank without any delay for

any incident or any unusual events in connection to refund issues or

any password re-adjustment or any terminal re-configuration

Invalid Transactions

A transaction is invalid if:

a) The transaction is illegal or prohibited under any Applicable Laws
or regulations or that are restricted by any Rulesl[.

b) The transaction is split into two or more transactions on the same
Card to avoid having to obtain an authorization (each transaction
will be invalid);

c) Thecardis listed on a warning bulletin or QNB have otherwise told
the Merchant not to accept the Card;

d) The signature on the sales voucher or any other Cardholder
authorization on the sales voucher is forged, obtained by fraud or
deception, unauthorized or otherwise invalid;

e) The Card is used without the authority of the Cardholder, or in the
case of a mail, telephone, or Internet order, the transaction is not
authorized by the Cardholder;

f)  The particulars on the sales voucher are not identical with the
particulars on the Cardholder’s copy;

g) The Card used to make the transaction is not current at the time
of the transaction;

h) The sales voucher is incomplete or illegible;

i) The transaction is a Recurring Transaction that was cancelled by
the Cardholder prior to the processing of the transaction;

j)  This Agreement was terminated prior to the processing of the
transaction; or

k) The Merchant do not observe this Agreement in relation to the
transaction.

QNB may refuse to accept, or may charge back (debit the Merchant’s

Account), any transaction if:

a) the transaction is invalid;

b) the Customer claims the transaction is invalid or disputes the
transaction for any reason;

c) the Merchant processes a cancelled Recurring Transaction;

d) the Customer asserts a claim for set-off or a counterclaim.
Chargebacks may be debited from the Merchant’s account up to
18 months after the date of the original transaction.

Settlement of Transactions

QNB shall accept all valid and legal sales Transactions processed by

the Merchant in compliance with the terms of this Agreement. QNB

shall settle the funds into the Account against the amounts owed by
the Customer to the Merchant.

QNB shall accept all valid Refund transactions processed by the

Merchant in accordance with the Agreement and shall debit the

Merchant’s Account with the full amount of each Refund.

The Merchant shall initiate a settlement in respect of all or any of the

Terminals at regular intervals to be discussed and agreed with QNB.

QNB shall not be liable for any loss or costs incurred by the Merchant

for any delay in effecting settlement.
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9.2

9.3

9.4

9.5

QNB shall have the right, in its sole and absolute discretion to re-route
Transactions into a suspense account (instead of the Merchant’s
Account) if:

a) the Merchant fails to pay any penalty imposed by QNB, QCB or
any Card Scheme, or

b) QNB (in its reasonable opinion) determines or suspects the
Merchant to have undertaken any fraudulent or suspicious
activity, or

c) the Merchant has materially breached this Agreement.

QNB shall, in its sole and absolute discretion, transfer such funds from

the suspense account to the Merchant’s Account if it is satisfied that:

a) none of the circumstances mentioned in Clause 8.4 above no
longer apply or exist or have been remedied by the Merchant to
QNDB's satisfaction, or

b) QNBis satisfied that the Transactions being processed by QNB
will not be Charged back.

The Merchant’s Account

The Merchant must maintain an Account with QNB for the purpose

of this Agreement and, if the Merchant maintains several accounts

with QNB, advise QNB of the details of that Account. QNB will credit
the Merchant’s Account (held with QNB) with the amount of the
transactions processed. The Merchant will notify QNB immediately if
the Merchant’s account details change.

QNB can debit the Merchant’s Account with the following:

a) all service charges, fees and other charges set by QNB and which
are notified to the Merchant from time to time. Information on
current standard fees and charges is available on request;

b) the full amount of all sales refund transactions the Merchant
process, less any charges QNB have already debited to the
Merchant’s Account relating to the transaction;

c) any over credits QNB have made in respect of transactions due to
errors or omissions;

d) the value of transactions which are invalid;

e) the value of transactions that are successfully charged back by
the Cardholder;

f) any fees, fines or penalties that QNB are required to pay to
Mastercard or Visa pursuant to the Rules as a direct or indirect
result of the Merchant’s failure to observe the Merchant’s
obligations under this Agreement;

g) any other money the Merchant owes QNB under this Agreement;

h) reasonable enforcement expenses under this Agreement,
including any amount reasonably incurred by the use of QNB’s
staff and facilities, in the event of a breach of this Agreement;

i) the amount of a discount which the Merchant normally offers
to the Merchant’s customers in accordance with an agreement
with the Bank, and which the Merchant have not applied to a card
transaction;

j) the monthly invoices sent by the telecoms operator in relation to
the operation of the POS terminal;

k) any amount due as a result of warranties or representations for
the goods or services supplied by the Merchant which may bind
QNB.

The Merchant will pay on demand the amount of any debt the

Merchant owe QNB under this Agreement which remains unpaid.

If the Merchant fails to pay any debt which it owes QNB, QNB may

commence enforcement action and report the Merchant’s default to

a credit reporting agency, to the Qatar Central Bank or to any other

relevant entity, which may affect the Merchant’s credit rating and the

Merchant’s ability to obtain finance in the future.

QNB can also debit or credit the Merchant’s Account with the amount

of any deficiencies or charges QNB establish are payable following an

audit or check of the Merchant’s Account.

a) If:
* QNB has reasonable concerns about the Merchant’s solvency;
» the Merchant generates a disproportionately high (relative to
sales) number of Chargebacks or invalid transactions; or
¢ QNB has reasonable concerns about the Merchant or the
Merchant’s business;

QNB may withhold the release of funds (block the funds) in the
Account until further notice.
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b) QNB may appropriate or set aside money the Merchant holds in
the Account, or any other account with QNB, towards any and all
amounts owed by the Merchant to QNB under this Agreement.
Where QNB does this, the balance of the Account will reduce by
the amount appropriated for this purpose.

QNB will notify the Merchant promptly after exercising QNB’s
right to appropriate or set aside money in the Merchant’s Account.

QNB will provide the Merchant Statement via electronic channels

advised to QNB and as recorded in QNB'’s system. If paper/

duplicate statements or additional documentation is requested by
the Merchant, then QNB has the right to charge an appropriate fee
for such services which shall be deducted automatically from the

Merchant’s Account.

eCommerce Merchants

This clause 10 applies where the Merchant is an eCommerce Merchant

conducting eCommerce Transactions and has agreed to obtain

eCommerce service as a Merchant Facility in Merchant Application

Form. To the extent that there is any inconsistency between this

clause and the other provisions of this Agreement, this clause will

apply.

The Merchant understands that all sales where the card is not

physically present are subject to an increased risk of Chargeback.

Without limiting the generality of anything in the Agreement, the

Merchant, each manager and each shareholder of the Merchant,

hereby irrevocably agree to assume the liability and agree to pay,

jointly or severally QNB for all Chargebacks relating to telephone
order/mail order and/or Internet sales / any card related transactions
and hereby indemnifies QNB for all costs, fees and expenses in
connection therewith. The Merchant authorizes QNB to deduct
automatically such Chargebacks from Merchant’s Account.

For the purpose of this Agreement, the Bank shall give the Merchant

access to the necessary systems and the Merchant agrees that, for

the duration of this Agreement, the Merchant shall not engage in
similar understandings or agreements with other banks or financial
institutions, whether or not based in Qatar.

The Merchant shall be responsible for all goods and services offered

on the Merchant’s website, all materials used or displayed on the

Merchant’s website, and all acts or omissions that occur at the website

or in connection with the Merchant’s website. QNB shall not be

responsible or liable for any delay that might occur in the processing
of payments where the Merchant Facility is not available for any
reason.

The Merchant will display the following information on its website:

a) contact information, trading name, trading address including
the address of the Merchant’s “permanent establishment” (i.e., a
fixed place of business through which it conducts its business,
regardless of website or server locations), telephone number, fax
number, email address and country of domicile (i.e. Qatar);

b) acomplete description (including a picture where possible) of all
goods and services the Merchant offers on its website;

c) aclear explanation of shipping practices and delivery policy;

d) Transaction currency;

e) total costs of the goods or services offered including all
appropriate shipping/handling charges and taxes. Where the
total cost of the transaction cannot be ascertained in advance the
Merchant shall include a statement to that effect and provide a
description of the method that will be used to calculate it;

f) images of Card types or description of Payment Methods
accepted for payment that QNB supply to the Merchant;

g) customer service policies, including usual delivery timeframes,
and the process if the Merchant cannot fulfil the order for any
reason. The Merchant shall advise its customers within two
business days if goods are not available;

h) export restrictions (if known);

i) refund/return policy;

j) consumer data policy (the type of information the Merchant shall
store on customers and the manner in which it may be used);

k) security capabilities and policy for transmission of payment Card
details; and

I) if the Merchant provides a currency converter, a disclaimer
providing advice to Cardholders that the converter provides an
approximation of the currency only.

The Merchant will make provision for payment and delivery of goods

or services as specified on the Merchant’s website.
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10.7 The Merchant shall ensure that payment pages must be accredited
by QNB or a QNB accredited Gateway Provider, and must adhere to
QNB's security requirements. Each Merchant domain must utilize
separate payment pages.

10.8 The Merchant shall not process or allow the processing of any
transactions of Factoring.

10.9 The Merchant shall use a QNB accredited Gateway provider. If the
Merchant fails to use a QNB accredited Gateway then QNB shall have
the right to terminate the Merchant Facility.

10.10 The Merchant shall ensure that all eCommerce Transactions
forwarded to QNB must be identified with the appropriate card
scheme eCommerce indicator (ECI). QNB will supply the Merchant
with details of these requirements on request.

10.11 The Merchant will respond promptly to all customer inquiries,

including cancellations and order changes.

10.12 The Merchant must provide a completed copy of the transaction
receipt to the Cardholder at the time the purchased goods are
delivered or services performed, and advice the Cardholder to retain
the receipt as proof that payment has been made. The Merchant may
deliver the transaction receipt in either of the following formats:

a) electronic (e.g. email or fax); or

b) paper (e.g. hand-written).

10.13 A transaction receipt must contain the following information:

a) the Merchant’s name most recognizable to the Cardholder, such as:
* the Merchant’s trading name as used on the Merchant’s

website; or
¢ the Merchant’s website address;

b) transaction type (purchase or credit);

c) transaction amount, indicated in transaction currency;

d) transaction date;

€) unique transaction identification number;

f) purchaser’s name;

g) authorization code;

h) description of goods and services;

i) return/refund policy;

j) cancellation policies.

10.14 The Merchant must not return the Cardholder’s Card number to the
Cardholder either online or on the transaction receipt.

10.15 The Merchant must:

a) not substantially change the nature of the goods or services the
Merchant offers for sale on its website, or other material aspects
of its website from the time its eCommerce Merchant Facility
was approved by QNB (except with prior written consent from
us);

b) not significantly alter or add to, the type of goods or services sold
on its website without first receiving written consent from us;

c) keep allinformation on the website true, accurate, current and
complete in all respects;

d) notchange its domain name without first obtaining QNB’s
written consent to the change of name;

e) not do anything that constitutes or encourages a violation of
any applicable law or regulation, including but not limited to the
sale of illegal goods or the violation of export controls, obscenity
(including pornography) laws or gambling laws;

f) not offer for sale goods or services, or use or display materials,
that are illegal, obscene, vulgar, offensive, dangerous, or
otherwise inappropriate;

g) not generate a significant number of complaints for failing to be
reasonably accessible to customers;

h) fulfil customer orders in a timely manner and adequately deal
with customers’ warranty or service requirements.

10.16 The Merchant is responsible for:

a) ensuring that the connection between its website and QNB is
operational. QNB does not warrant that the provision of the
services will be continuous, uninterrupted or without errors;

b) ensuring that its website is secure and that Customer
information is encrypted during the exchange of Customer
between its website and its Payment Gateway; the level of
encryption is to be to QNB's satisfaction as QNB advise to the
Merchant;

c) ensuring that any Service Provider, such as a Payment Gateway,
the Merchant engage to facilitate the payment process is
accredited by us;
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10.18

10.19

d) ensuring that its business, and any Payment Gateway or
other Service Provider who participates in the transmission,
acceptance or storage of card payment details in connection
with the Merchant’s business, fully complies with the PCIDSS
standards.

Upon request, the Merchant must provide QNB with full details of the

Merchant’s Web Hosting Provider, SSL provider and expiration date

of SSL certificate. The Merchant must also disclose to QNB details

of all Service Providers the Merchant engage in connection with

the acceptance of credit card payments and their compliance with

PCIDSS.

The Merchant must comply with the Data Breach procedures detailed

below immediately upon learning of a suspected or known breach of

confidential Cardholder payment details, whether or not the breach
has occurred through the Merchant’s Service Provider or otherwise.

The Merchant must:

a) identify the cause of the event and immediately notify us;

b) isolate or unplug any affected systems from all affected
networks;

c) cease installing or making any changes to software;

d) tighten security controls pertaining to all affected networks;

e) implement and follow a disaster recovery plan as required by a
QNB accredited Gateway provider;

f)  maintain a rigorous audit trail of all actions taken to isolate and
rectify the event;

g) calculate the potential exposure that may arise from the event,
and notify QNB in writing of the results of such calculations as
soon as possible, but in any event within a 24-hour period of the
Data Breach.

The Merchant must ensure that any software or hardware it

purchases, create or otherwise utilize for the purpose of selling

goods or services online does not retain its original (vendor supplied)
password before employing it for the acceptance of Card payments.

The Merchant must also ensure that all system and software

passwords are changed on a regular basis.

10.20 The Merchant are hereby authorized to accept telephone/ mail order

n
11

nz

n3

n4

1.5

and/or Internet sales pursuant to the Agreement, provided that
Merchant will not present any Card Transaction to QNB to process
any credit card sale slips or Sale Records until the goods and/
or services, as applicable, are actually shipped and/or performed,
unless otherwise expressly permitted by the Card Associations.
Recurring Transactions
The Merchant acknowledges that the Recurring Transactions
facility will only be used in accordance with the criteria specified
in this Clause and any other guidelines communicated by QNB
to the Merchant from time to time. The Merchant acknowledges
that failure to adhere to the criteria or the terms of the Recurring
Transactions may result in us retrospectively charging the Merchant
for the difference between the Merchant Service Fees for Recurring
Transactions and the Merchant Service Fees for card not present
transactions.
The Merchant must provide the Cardholder with:
(a) clear information on all charges related to the goods or services
including:
« the Recurring Transaction amount (unless the Recurring
Transactions are for varying amounts);
« the frequency of the Recurring Transactions; and
+ the duration for which Cardholder permission to charge their
Card for Recurring Transactions is granted;
(b) acontact number for any billing or general enquiries; and
(c) clear information on how the Cardholder may cancel the
Recurring Transactions
The Merchant must obtain written instructions, including all relevant
information of the Cardholder and the Card, from the Cardholder
to establish Recurring Transactions. Such written instructions and
information must be retained by the Merchant for the duration of
the Recurring Transactions, and for a period of years
thereafter. The Merchant shall share the written instructions and
information with QNB upon request.
All Recurring Transactions must be separated from the Merchant’s
other types of Transactions before being sent to QNB for processing.
Authorisations must be obtained for all Recurring Transactions.
The authorised Floor Limit for Recurring Transactions is [zero]. The
authorisation is only valid for [five] days.

9l Ji o8 )iy 13T a0x> 3910 9l 865 dilgy g wlacl i o AW (&
ol Wljadl pjiki gl Lol dayipall gosJl Gilslhy Slily ujsd of Joud
2831 el dclivo Wlily ol jleny

aalainll Juoladl JolSy iyl 30y 12 Wl pjily ipibgll phs eliy calb e 2y 1017
omlénll adyb 83lgib 33509 @ polil LigpSIUl gdgall dslaiwl s3ja)
s i) zLaslily j> bl pjily LS 63lgaidl 03a d>Lio clgiil guylig inTl
ous @l Losd pgen Joleis uill anasil §300 x> Jwold e wibgll
dclivo wlily u/JIJLm.DJ ogin JS JUinl ga0g (loidll alslay wlegoso
263l wlslay

syzy elldg olsl dsubgall Gl §lyis| QI:IPJ ljoo JUinlL j>Wl pjily 10.18
ypudl Glladdl ol> wlegdsn wlibu L,Lo.o gl @ o Gl 39>q) dolc
g (5L| ol 3> Ul (sl dnasdl $39j0 > JUs oo (gl_p.>J| 13> 269 :Ig.w

1l by oy ol 2 Wl g sy

0o iboll ths diy laslg deslell cuw s3> (0
bplioll GlSuidl graz gc bplio dakail gi Juas of Jje (w0

‘2olull e ollysei o dlyzl of cudi g @sgill (o

8 3liadl Wil guasy daleioll auinlll lcl>Ulg hulgiall sysis (&

Moo 865 dilgs 39je ojpéy Lad lBog &jlgSdl (o Loleill dhs glilg 3uaii (2
tibgll phs iy go

deslgll Jj) 833iall wlelzUl dsl8) pjlio @633 Jauw blaixUl (2
lgixleng

1o eliy JLa>|g aosloll e Ly 28 &3l Jaizall goyeill gl olui>l (&
Jbs Jb GI e (San g sl 0 Vil 3o B—’l-“-’ Uhs iboll
bl glpsl £969 &ujli (o dclw (24) (pincg l:u;l;gbuu Uésn

Lgolssuml of Lailin] of Lalpin pgéy 81> of @elp &l Ul ¢ 3SWU > W pjily 10.19
alinlll jgpall dnlSy Bhaim U el pe cloasdl of glul gy @leiy yoyé sl
pitly oS lslal cilegose Joib b lgalasiuwl Ui (joall go dosdall)
ISy zolly daaiily dolsdl jopall wlodS guos jusi oo .\SUJ'J _|.>le

ol/g o ol/9 wailg)l cilewn Jouds audlaill ode w>gny j>lil J§3510.20
alalen i Liboll phs eliy JI 2 Wl p3éy UT dbypi iyl e oleyall
Ol of glasdl lblby gu lbay] 6D dopanll axlanll galyel wlolay
b - cLaisll cuus - loasdl pysdi gi/g glull ol Wes aiy of sy U] gy
sl leoz u8 g» a>lpo ells Wwllsy zawi o)

8ypSindl wllolonll .M

il laog Ul lgnl sl josy U OJ)S.UJ.” Gllolenll doss b >l a5 111
=l L,JI Gibgll yhs dliy lg2ly Gl UI)LMJJI leg Sl 3o ;6 6330ll
bopin glwl.noJl el pljdll o glasll UUPLL“}_QJ LS >0 w9 (o
3 12l ke pgunl G50 Glusi>b il b auke iy 36 83y3al Slloloal
Wl albeas pgug 8))Sindl Wilolenlb duoldl j>Wl Gloss pguw) G 2>)
Bpoll e alsladl allolesy dolsll

L,lJlJJJCLDLbJﬂd.Db.\Jg)JJPLAﬂp}LlJ 1.2

;ubwlglwbmlpgwplgwu;malgulngkw 0)
weldd o oy
f(éH_iIngJLg.oJ_éJ}SmJlal_LolnnJluSJleo)é»SmJI&lnlsz.oJlgL;n .
6 Sinll llolenll 6uig  ©
Gllolendl s puasy dsladl Jolxd iUl lglUs xind il 6aallg @
sl o 8)ySindl

‘anlell oljluaiull) of 8gally ddleioll oljludiwll Juail a8y (w)

Gllolenl! cl&lly aslhdl Jol> pbd duass Jo> dously wloglen (W)
.8)Sinll

> gouali dihs Gloulei Gle asladl Jol> go Joaxdy Wl pjily 1.3
ySindl olloleall elill dslhylg dsladl Jolsy duall wls ol
Al 830 Jlgh dxhsdl olibly alodeill 0igs blaisUl >l Lle Lo
2l pjily Las Lg) &b wilgin 8anlg 6ySioll wiloleoll
b e 2y Gibgll phs eliy go dxasdl alilwlg ladeill odm &)livey

Jis 3501 > Wl allslen glgil Pl e 8)Sindl Gllolonll grox> Juad wxy 114
dxllenll yoy) Gibgll phs iy Gl lgluw)l

@huw )9Sy .6)5inll cillolesll guoxd ddmms ddslgn Llc Joaxdl uxy 115
30J dyjlw daslgall g9Sig [1un] 6ySiall cilloleall soieall yasgaill
hés pli [aumns]



1.6 Once the initial authorisation is established, the Merchant can
automatically initiate Transactions provided written advice is forwarded
to the Cardholder.

1.7 The Merchant must contact the Cardholder to obtain alternative
account billing details if the authorisation response is declined.

11.8 The Merchant must ensure that Recurring Transactions are
discontinued immediately upon the Cardholder cancelling the
Recurring Transactions. The Merchant must also provide the
Cardholder with a cancellation confirmation including when the last
billing will occur if this has not already occurred or, if a credit is due,
when the credit will be processed.

12. Dynamic Currency Conversion

This Clause 12 is appliable where the Merchant has agreed to obtain DCC

as a Merchant Facility in Merchant Application Form.

QNB agrees to provide, and the Merchant agrees to offer to its Customers
and to operate, in accordance with the instructions given by QNB, the QNB
service called “Dynamic Currency Conversion” Service (the “DCC”).

121 DCC Service description

The DCC Service is integrated into the POS device(s) provided to the
Merchant by QNB. The DCC Service identifies when a customer of the
Merchant has presented in payment a VISA or Mastercard branded Card
which is issued outside Qatar and in a currency other than Qatari Riyal
(a ‘foreign’ card). The DCC Service will give the Customer the choice of
paying in QAR or in its own ‘home’ currency.

12.2 DCC Service operation

(a) The Merchant shall provide the DCC service in accordance with
the instructions issued by QNB from time to time.

(b) Itis the responsibility of the Merchant to obtain the consent of
the Customer for a payment in the Customer’s currency. The
Customer’s consent will be primarily evidenced by the signature
of the customer on the relevant payment receipt.

(c) The Merchant shall retain a record of all DCC Service
transactions.

12.3 Settlement of DCC converted transactions

(a) All payments of DCC Service transactions are credited to the
Merchant’s account in QAR, less the usual Merchant Service Fee.

(b) The Merchant account statements will not evidence details of
foreign currency payments.

12.4 The Rebate

(a) For DCC Service transaction (where payment is made in a foreign
currency), QNB will pay the Merchant an amount equivalent to
___%of the original QR transaction value (the “Rebate”). Rebates
will be paid to the Merchant in aggregate on a monthly basis
within 10 working days of the end of each calendar month.

(b) Transactions which are voided, refunded (in whole or in part), or
subject to charge-back will not qualify for a Rebate.

Refunds

(a) Any DCC Transaction amount paid in a non-QAR currency (i.e.
foreign currency) shall, if refunded, be refunded by QNB to the
Customer in that currency for an identical amount.

(b) Similarly, the refunded transaction will be debited from the
Merchant’s Account in the exact QAR amount of the original
credit.

12.6 Staff training

(a) ltisthe responsibility of the Merchant to provide adequate
training to its staff for the satisfactory operation of the DCC
Service.

(b) QNB may provide training material to the Merchant. In addition,
QNB may organize training sessions intended for the Merchant’s
staff, which the Merchant’s staff shall attend.

13. QNB Digital Wallet

Only where the Merchant has agreed to obtain QNB Digital Wallet services

as a Merchant Facility in Merchant Application Form, the Merchant shall be

deemed to have accepted and shall be bound by the QNB Digital Wallet

Terms set out in Schedule 1of this Agreement. Accordingly, the QNB

Digital Wallet Terms shall be read and construed as part of this Agreement.
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14. Tax Residency & Transparency

The Merchant shall comply with any tax residency and transparency
requirements requested by QNB, such as regarding the US Foreign
Account Tax Compliance Act (FATCA) and the OECD’s Standard for
Automatic Exchange of Financial Account Information (also known as

the Common Reporting Standard (CRS)) and related aspects as may be
requisite under Applicable Law.

The Merchant undertakes to advise QNB of any change of circumstance
that affects its tax residence status or causes the information provided to
QNB to become incorrect or incomplete within 30 days of its occurrence
and to provide QNB with a suitably updated documents and certifications
within 30 days.

The Merchant acknowledges that the information provided to QNB in
connection with its relationship with QNB generally and its use of the
Merchant Facility specifically may be provided to the tax authorities

in Qatar and exchanged with the tax authorities of another country/
jurisdiction in which the Merchant may be tax resident pursuant to
intergovernmental agreements to exchange financial account information.
15. Exclusivity

The Merchant agrees that, for the duration of this Agreement, the Merchant
shall not engage in similar understandings or agreements with other banks
or financial institutions, whether or not based in Qatar.

16. Record Keeping

The Merchant shall:

a) permit QNB to inspect and examine the Merchant’s books of
account and records relating to any Card transactions;

b) maintain all sales and refund transaction information and sales
vouchers for a minimum of 18 months from the transaction or
refund date;

c) not sell, purchase, provide or exchange a Cardholder’s name or
Card number information in the form of imprinted sales vouchers,
carbon copies of imprinted sales vouchers, mailing lists, tapes,
computer data or any other media obtained by reason of a Card
transaction;

d) keep all systems and media containing a Card number, Customer
or transaction information in a secure manner to prevent access
by or disclosure to anyone other than the Merchant’s authorized
personnel or agent processing Card transactions. Where Card or
Customer information needs to be discarded, the Merchant shall
destroy it in a manner which makes the information unreadable;

e) provide QNB with all clear and legible documentation relating to a
transaction when requested and within 3 days of QNB’s request or
the due date specified in QNB’s request, whichever is the earlier.
Otherwise QNB may treat the transaction as invalid and process a
Chargeback (i.e. debit) to the Merchant’s Account.

17. Creditworthiness of the Cardholder

The Merchant agrees that it cannot infer from the fact that a Customer

has been issued with a Card or Digital Wallet or that QNB guarantees the

Cardholder’s creditworthiness or the true identity of the Cardholder if a

transaction receives authorisation. The Merchant understands that the

possibility exists that even though a transaction receives authorization, the

Card (or the Card number for mail order, telephone order, and eCommerce

Transactions) or Digital Wallet may have been compromised, which may

result in the relevant sum is charged back, i.e. debited from the Merchant’s

Account.

18. Variations

181 QNB has the right to change, alter, or amend, any and all of the terms
and conditions of this Agreement from time to time. The Merchant
understands and agrees that QNB will provide the Merchant with
written notice whenever QNB exercise this right. Although QNB
will endeavour to give the Merchant reasonable notice prior to the
changes coming into effect, QNB reserve the right to make changes
with immediate effect.

18.2 The Rules set by Mastercard and Visa are applicable and the
Merchant will agree to the changes from time to time initiated by
QNB and / or the card scheme regulations such as Verified by VISA,
Mastercard Secure, 3D secure or any upcoming regulations.

19. Notices and Communication

19.1 Except as otherwise provided in this Agreement, all notices required
to be sent to the Merchant will be effective when QNB mails or deliver
them to the current address that QNB has for the Merchant in its
records.
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19.2 Notices from the Merchant will be effective when received by mail at
the address given below:

Qatar National Bank (Q.P.S.C.)

Attn: QNB Cards and Payments Acceptance Department,
3 floor, Grand Hamad Building,

P. O. Box 1000, Doha, Qatar

19.3 In general, communications sent over the public internet are not
necessarily secure. Therefore, QNB shall not send and strongly
suggest that the Merchant does not send any confidential account
information. QNB will not respond to account information related
questions sent via internet e-mail.
|Correspondence that requires expeditious handling should be made
by calling QNB at +974 4440 7777.

20. Warranties and Indemnities

20.1 The Merchant must not make any warranty or representation
whatsoever in relation to any of the Merchant’s goods or service that
may bind us.

20.2 The processing of any transaction by the Merchant or the Merchant’s
presentation to QNB of any sales voucher shall constitute warranties
to QNB that:

a) all particulars are true;

b) the transaction and any sales voucher are valid; and

c) the transaction is not subject to any dispute, setoff, or
counterclaim.

20.3 The Merchant, each manager and each shareholder of the Merchant,
will jointly or severally indemnify QNB on demand against all losses,
expenses and damages QNB may suffer:

a) as aresult of the Merchant’s failure to observe the Merchant’s
obligations under this Agreement;

b) as aresult of Mastercard or Visa or QCB imposing fines, fees,
or penalties on QNB in accordance with the Rules or the
QCB directives (as applicable) as a direct or indirect result of
the Merchant’s failure to observe its obligations under this
Agreement;

c) arising out of any dispute between the Merchant and a Customer;

d) asaresult of any error, negligence or fraud relating to a
transaction by the Merchant, the Merchant’s servants, agents,
employees, or contractors; or

e) arising out of any damage to, or loss of the Terminals QNB supply
due to the Merchant’s, or the Merchant’s employees’, negligence
or misuse.

20.4 If the Merchant suffers a Data Breach:

a) the Merchant agrees to give QNB and QNB's agents full access
to the Merchant’s systems and databases to facilitate a forensic
analysis for the purpose of ascertaining:

+ the extent of the account compromise, including how many
Cards or Digital Wallets have potentially been compromised,
which Cards or Digital Wallets may have been compromised,
and the card information that may have been compromised;

+ whether any weaknesses in the Merchant’s system(s)
permitted the account compromise, and if so, what the
weaknesses are.

b) If the Merchant uses an external Service Provider, the Merchant
agrees to provide QNB and QNB'’s agents, to the extent that it is
possible, with full access to necessary outsourced components,
including, but not limited to databases and website hosting
systems.

c) Allreasonable costs of the forensic analysis will be borne by the
Merchant;

d) Inorder to continue processing Card transactions after such
Data Breach, the Merchant will be required to undergo full
PCIDSS accreditation (refer clause 22 of this Agreement). All
costs of the accreditation exercise will be borne by the Merchant.

20.5 QNB will notify the Merchant if the Merchant generates excessive

Chargebacks. This may occur where either the value or number of

Chargebacks the Merchant generate is, in QNB’s own discretionary

opinion, disproportionately high relative to the Merchant’s sales

volume. Where this occurs, the Merchant must take immediate action
to rectify the situation (QNB will provide the Merchant with advice
and assistance in this regard).
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20.6

20.6

21.
211

21.2

21.3

214

215

22.
221

22.2

The Merchant acknowledges that failure to reduce the Merchant’s
Chargeback levels to satisfactory levels may lead to either or both of
the following occurring:
a) the Merchant Facility being terminated by us; or
b) Card Scheme fines being levied on the Merchant.
The Merchant shall comply with all Applicable Laws including
but not limited to the AML/CFT Regulations. In particular, the
Merchant shall not use the any Merchant Facility to undertake any
fraud or illegal transactions including without limitation any money
laundering activities, terrorism financing, trading or dealing in illegal
or prohibited activities, products and/or services or generally any
criminal activities
Promotional Material
QNB will supply the Merchant with signs, decals and other
promotional material relating to the acceptance of Mastercard and
Visa branded cards.
The Merchant must prominently display all promotional material QNB
supplies to the Merchant.
The Merchant must not use any promotional material relating to Card
acceptance that has not been provided or authorized by us.
The Merchant must cease using, and return to us, any decal,
advertising or promotional material if QNB request the Merchant to
do so or upon the termination of this Agreement.
The Merchant understands and agrees that the content, organization,
graphics design, compilation, magnetic translation, digital conversion
and other matters related to QNB are protected under applicable
copyrights, trademarks and other proprietary rights. The Merchant
is prohibited from copying, redistribution, use or publication of any
part of QNB's intellectual property rights, except as allowed by this
Agreement. The Merchant shall not acquire any ownership rights
to any content, document or other materials accessed through any
promotional material, Card, Digital Wallet, QNB website or generally
QNB. The posting of information or materials does not constitute
a waiver by QNB of any proprietary or other right QNB has in such
information or materials.
Payment Card Industry Data Security Standards (PCIDSS)
The Merchant must comply with the PCIDSS, as they relate to the
Merchant. The PCIDSS are a set of security standards mandated by
the Card Schemes to ensure that Card and Cardholder information
is safely stored and transmitted. Although the requirements of the
PCIDSS vary according to the number and value of transactions the
Merchant process, the Merchant shall comply with the following
requirements:
a) install and maintain a firewall configuration to protect
Cardholder data;
b) d not use vendor supplied defaults for system passwords and
other security parameters;
c) protect stored Cardholder data;
d) encrypt transmission of Cardholder data across open, public
networks;
e) use and regularly update anti-virus software;
f) develop and maintain secure systems and applications;

g) restrict access to Cardholder data by business need to know;

h) assign a unique ID to each person with computer access;

i) restrict physical access to Cardholder data;

j)  track and monitor all access to network resources and
Cardholder data;

k) regularly test security systems and processes;

I)  maintain a policy that addresses information security.

QNB may require the Merchant to undergo an annual onsite review

by an independent security assessor and/ or ongoing quarterly

network scans. The Merchant acknowledges that it will comply with

QNB's requests regarding PCIDSS compliance and shall allow an

independent security assessor nominated by QNB to access the

Merchant’s premises and computer systems for the purpose of

performing an onsite review at the Merchant’s expense.
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This Agreement is binding upon the parties, their executors,
administrators, successors and assigns. Where the Merchant
consists of any two or more persons, the Merchant’s obligations shall
be joint and several.

The Merchant may not assign this Agreement to any other person
without QNB’s written consent. QNB may transfer its interest in this
Agreement, or give another person an interest or security in this
Agreement without obtaining the Merchant’s consent.

Termination

The duration of the Agreement is 3 years (three years) from the

day of signing the merchant application and will be renewable
automatically for one or more similar durations unless either party
advises the other of its desire not to renew with a registered post/
letter by giving a notice of no less than 120 (one hundred and twenty
days) days prior.

Notwithstanding Clause 24.1, QNB shall have the right to terminate
this Agreement at any time with immediate effect by notice to the
Merchant if

a) QNB considers the Merchant’s ratio of Chargebacks to sales,
whether by number or value of Chargebacks, to be excessive;

b) the Merchant has substantially changed the Merchant’s line of
business or the types of goods or services the Merchant sells
without first obtaining QNB'’s written consent;

c) QNB has concerns about the Merchant’s solvency, or the
solvency of the Merchant’s business;

d) QNB has concerns about the Merchant’s ability to meet or repay
the amounts of any Chargebacks that have been received, or that
are likely to be received in respect of transactions the Merchant
has previously processed;

e) the Merchant has a significant adverse credit event recorded
against it;

f) QNB has reasonable grounds to suspect that the Merchant has
fraudulently processed transactions, or have knowingly allowed
fraudulent transactions to be processed through the Merchant
Facility;

g) for[2] ([two]) consecutive months the Merchant has not sent any
Transaction to QNB for settlement;

h) the Merchant has committed a serious breach of this Agreement;

i)  QNBisrequired to do so by QCB or Card Scheme, or the integrity
or reputation and/or goodwill of the QCB, Card Schemes or QNB
is, or may be (as determined by QNB) brought into disrepute by
the Merchant;

j) the Merchant’s activities contravene any Applicable Laws or
applicable international laws and/or regulations, or any best
practices and guidelines that QNB may adopt from time to time,
or prescribed by Card Schemes or regulatory authorities in Qatar
including without limitation QCB, General Tax Authority, Qatar
Financial Markets Authority or which otherwise relate directly or
indirectly to matters that QNB may view, from time to time, as
being unlawful or otherwise objectionable in kind and nature;

k) the Merchant has been de-registered by any Card Scheme, or the
Merchant has violated any of the Card Scheme rules;

[) the Merchant’s relevant license, authorisation or registration
has not been renewed or has been cancelled, withdrawn or
suspended by a relevant regulatory authority in Qatar; or

m) the Merchant has unreasonably delayed or has failed to provide
any security requested by QNB.

The Merchant agrees that if the Minimum Levels of Turnover are not

achieved within the stipulated timeframe then QNB has the right

to levy additional charges which are applicable or terminate the

Agreement.

QNB shall use its best efforts to notify the Merchant, verbally or in

writing, before terminating any Merchant Facility or this Agreement.

If QNB is unable to contact the Merchant, QNB reserves the right

to terminate this Agreement without first providing the Merchant

with notification. Where this occurs, QNB shall give the Merchant

subsequent written confirmation that the Merchant Facility has been
terminated.
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24.5 Upon termination of the relevant Merchant Facility or this Agreement,
QNB shall not be obliged to accept any transactions the Merchant
process after the Agreement has been terminated.

24.6 Inthe event of termination for any reason, QNB reserve the right
to withhold on the Account whatever amounts are necessary, or to
require the Merchant to deposit into the Account additional amounts
based on the Merchant’s processing history or anticipated risk of loss
to us, to guarantee the payment of all Chargebacks, fees, expenses,
costs and damages of any kind which may be due by the Merchant
to us, for the period of time during which Cardholder disputes
may remain valid under the Rules. Any balance remaining after
Chargeback rights have expired and all other fees, expenses, costs
and damages have been paid will be disbursed to the Merchant.

24.7 On termination the Merchant will ensure that arrangements are put
in place for the immediate return of all equipment provided to the
Merchant (Terminals, sales vouchers, equipment and other supplies).
Fees and charges will continue to be incurred by the Merchant until
the equipment is returned to us.

24.8 Mastercard and Visa each maintain a combined terminated Merchant
file, containing details of all Merchants and their owners whose
agreements have been terminated for cause. The Merchant consents
that QNB may provide this information to Mastercard and Visa for
addition to these files in the event this Agreement is terminated for
cause.

24.9 Any termination of the Merchant Facility or this Agreement shall not
affect any of the QNB's rights and the Merchant’s obligations with
respect to Transactions initiated prior to such termination, or the
Merchant’s payment obligations for services performed by QNB prior
to termination, or any other obligations that survive termination of
this Agreement.

25. Set off

QNB may, at any time, and without notice to the Merchant, combine or

consolidate all or any of the amounts held to the credit of the Merchant’s

Account or any other account held by the Merchant with QNB and set off

such amounts against any amounts due and payable to QNB.

26. General limitation of QNB liability

In no event shall QNB be liable for special, indirect, punitive, incidental or

consequential loss or damage of any kind including lost profits whether

or not QNB has advised the Merchant of the possibility of such loss or

damage arising or related to the Merchant Facility.

In addition, QNB will not be liable for indirect, special, consequential,
economic, or other damages arising out of the installation, use or
maintenance of any Terminal or Terminal Access Service or any Digital
Wallet approved by QNB, and/or its related equipment, software, or online
services.

QNB shall not be liable for any loss or damage you may incur as a result of
loss or theft of any credentials, pin or password used by the Merchant if you
have failed to report such loss or theft to QNB.

27. No Waiver

QNB shall not be deemed to have waived any of its rights or remedies
unless such waiver is in writing and published by QNB. No delay or omission
on the part of QNB in exercising its rights or remedies shall operate as a
waiver of such rights or remedies or any other rights or remedies. A waiver
on any one occasion shall not be construed as a bar or waiver of any rights
or remedies on future occasions.

28. Change of Name or Address

The Merchant must notify QNB promptly in writing of any change in the
Merchant’s name or address. Notification can be sent to QNB at the
address stated in this Agreement or by transmission by facsimile to the
number in this Agreement

QNB will not be responsible for any errors or losses where QNB have not
received adequate prior notice of a change in the Merchant’s name or
address.

29. Governing Law

This Agreement is governed by and construed in accordance with the laws
of the State of Qatar, and the parties are subject to the jurisdiction of the
Qatar courts.
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Schedule 1

(1) Joa=JI

International Wallet Platform Terms

The Parties wish to introduce international wallet payment platforms in re-
lation to Weixin Pay Cross-Border Payment Service (referred to hereafter
as “WeChat Pay” or “Weixin Pay”) by Tenpay Payment Technology Co., Ltd.
(“Tenpay”), Unified Payment Interface (“UPI”) by NPCI International Pay-
ments Limited, and Alipay+ by Alipay Connect PTE. LTD., and Alipay China
Wallet by Alipay.com Co., Ltd. (both referred to hereafter as “Alipay+”),
collectively defined as the “Wallet Platform” provided to QNB and to be
used by the Merchant in Doha, State of Qatar.

This Schedule 1is to be read and construed with the Merchant Agreement
as a single contractual agreement.

1. Definitions
Terms not otherwise defined in this Addendum shall have the meaning
given to them in the Merchant Agreement or the appropriate Rules.
“Customer” means a cardholder or bank account holder that has linked
his respective accounts to the Wallet Platform for conducting payments
at Merchants premises for purchases of goods and services conducted
by the Merchant;
“Rules” means the Wallet Platform payment rules set by the wallet pay-
ment schemes providing the services of the Wallet Platform;
2. Agreements
a) The Merchant shall not act as a payment facilitator to acquire any
other merchants to use the Wallet Platform.
b) The Merchant represents and warrants to QNB that:
i. It shall at all times comply with all applicable law, rules and regula-
tions and promptly notify QNB of any breach or potential breach.

ii. It shall provide QNB with its valid identity documents and update
the latest identity documents if there is any change.

iii. It shall promptly provide QNB upon QNB's request with any in-
formation and/or documents in relation to the transactions con-
templated by this Agreement.

iv. It shall comply with all reasonable instructions from QNB in rela-
tion to the transactions carried out on the Wallet Platform.

v. It will not conduct any business in the Forbidden Categories
otherwise notified by QNB in writing and in advance.

vi. It shall display Wallet Platform logos at the places within the scope
expressly authorized in writing by QNB and refrain from using
such logos for purposes other than those authorized by QNB.

vii. It will not use reverse engineering method or other means to
decode, copy, modify, edit, consolidate or alter any payment
systems, software, or device owned or provided by QNB or make
any functional revision without the prior written consent by QNB.

c) The Merchant assumes all liability for all transactions and disputed
transactions with its Customers. Any transaction with a Customer
that does not comply with the provisions of the Merchant Agree-
ment and/or the Rules will be treated as an invalid transaction and
be subject to a Chargeback.

d) The Merchant shall not refund to Customers in any ways other than
the same route of payment through the Wallet Platform.

@) QNB can debit the Merchant Account for any fees, fines, or penalties
that QNB is required to pay pursuant to the Rules as a direct or indi-
rect result of the Merchant’s failure to observe its obligations under
this Agreement. The Merchant will be notified prior to any debit to
the Merchant Account.
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VIS Terms and Conditions

1.

QNB POS terminals and supported Payment Gateway platforms that are
provided to you are to be activated with VIS payment solution whenever
applicable.

. Merchant is to offer VIS qualified transactions to the paying customer as

prompted and shown by the QNB POS terminal or eCommerce Payment
Gateway where appropriate. This includes giving verbal offer of the VIS
transaction and its instalment tenors made available to the Customer if
thru POS and visual offer on the Merchant website if thru eCommerce.

The minimum transaction value eligible for VIS transaction is QR500.
QNB may amend the Minimum Transaction Value from time to time and
will notify the Merchant accordingly

. Merchant will pay a fee for all VIS transactions that are processed thru

QNB POS terminal. The VIS fee is mentioned in Merchant application Form

Merchant shall not allow a Cardholder to pay for gift certificates, gift cards,
or similar cards using VIS payments.

. For any cancellation and / or refund request of VIS transactions due to re-

turn of items or cancellation of services, Merchant will handle and process
the refund accordingly as stated in Clause 6 - Sales Refund Transaction.
Merchant will process the refund thru the POS or Payment Gateway plat-
form wherever applicable. The Merchant Service fee charged during the
sale transaction will not be refunded.
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API Ecommerce Integration Terms and Conditions

1. The Bank will authorize the Merchant to process e-commerce Credit

Card Transactions through specifically agreed and designated
Application Programming Interface integration (API). These API's will be
approved in writing at the sole discretion of the Bank.

. The Merchant acknowledges and agrees that all transactions where

the Card is not physically present are subject to an increased risk

of Chargeback. Without limiting the generality of anything in the
Agreement, The Merchant, its managers, and shareholders shall on a joint
and several basis indemnify and hold the Bank harmless on demand for
any damages, losses, costs, or expenses incurred or suffered by the Bank
in connection with the provision of any services under the Agreement as
amended by this Addendum, including any damages, losses, costs, or
expenses incurred or suffered by the Bank in connection with or arising
from unauthorized changes and/or use to the APl integration.

. Unauthorized Changes: In the event that the Merchant makes changes

to the APl integration without obtaining prior written approval from
the Bank, the Merchant its managers, and shareholders shall be jointly
and severally liable for all damages, losses, costs, or expenses incurred
or suffered by the Bank in connection with or resulting from such
unauthorized changes, including without limitation, all chargebacks,
fees, fines, and any other associated costs and expenses related to any
changes to the agreed API.

. Approval Requirement: Merchant acknowledges that any changes,

modifications, or alterations to the API, including but not limited to
changes that impact payer authentication, shall require prior written
approval from the Bank.

. Compliance: Merchant agrees to comply with all relevant industry

standards and regulatory requirements, including but not limited to PCI
DSS and any specific payer authentication standards. The Bank shall have
the right to request documentation demonstrating compliance.

. Request for Changes: In the event that Merchant seeks to make any

changes to the API, Merchant shall submit a written request to the Bank,
specifying the nature and purpose of the requested changes.

. Bank’s Review: Upon receipt of the request, the Bank will review the

proposed changes to assess their impact on security, compliance, and
the overall payment processing system.

. Approval: The Bank will communicate its decision regarding the

requested changes to the Merchant in writing. Approval shall be granted
at the sole discretion of the Bank.

. The Merchant acknowledges and agrees that any changes, modifications,

or alterations made to the APl integration by their third-party provider
are the sole responsibility of the Merchant. The Merchant its managers,
and shareholders shall be held liable on a joint and several basis for any
damages, losses, costs, or expenses incurred or suffered by the Bank in
connection with or arising from unauthorized changes and/or use to the
APl integration.
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